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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Agenda — Open Session
Compliance Committee

August 3, 2011 | 10:30 a.m.—Noon PT
Vancouver Marriott Pinnacle

1128 West Hastings Street
Vancouver, BC VE 4R5 Canada
604-684-1128

Introductions and Chair’'s Remarks

NERC Antitrust Compliance Guidelines

Agenda
1. Overview of Meeting Objectives and Process
2. Consent Agenda* — Approve
a. May 10, 2011 Meeting Minutes
b. Future Meetings
3. NERC Staff Update*
a. Compliance Enforcement Improvement Initiatives

Objective: Update to BOTCC and industry on plans to enhance the enforcement process.
Included among these plans are:

e Afocus group session on July 14 with a representative group of registered entities to
understand their experiences in the compliance enforcement process.

e Afiling with the U.S. Federal Energy Regulatory Commission planned for late-Summer or
early-Fall to set forth the basis and outline the procedures by which the ERO will
exercise enforcement discretion over certain violations that come into the caseload.

e A proposal to be included in the above referenced filing to restructure NERC’s notices of
penalty in a streamlined spreadsheet format for all violations that proceed to a notice of
penalty other than those violations reflecting a serious or substantial risk to bulk power
system reliability.

e A program to review and digest dismissals to distill information helpful to registered
entities in determining whether to self-report.
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b. Compliance Operations

i. 2012 Implementation Plan and Actively Monitored List (update, use of top reliability
risk priorities, and posting)

Objective: Present to industry with BOTCC support — goal is to have the 2012 plan to
BOTCC for approval in July — post August 1 and then present major parts to industry at the
BOTCC open meeting

ii. Risk Based Reliability Compliance

Objective: Continue to update the BOTCC and industry on the evolution of NERC
Compliance Monitoring and Enforcement Entity Assessment

c. Quarterly Statistics

Objective: Update to BOTCC and industry on quarterly statistics to fulfill the Committee’s
mandate obligations.

4. Other Matters

*Background material included.

Compliance Committee Agenda 2
August 3, 2011
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Antitrust Compliance Guidelines

|. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all
conduct that unreasonably restrains competition. This policy requires the
avoidance of any conduct that violates, or that might appear to violate, the antitrust
laws. Among other things, the antitrust laws forbid any agreement between or among
competitors regarding prices, availability of service, product design, terms of sale,
division of markets, allocation of customers or any other activity that unreasonably
restrains competition.

It is the responsibility of every NERC participant and employee who may in any way
affect NERC’s compliance with the antitrust laws to carry out this commitment.

Antitrust laws are complex and subject to court interpretation that can vary over time and
from one court to another. The purpose of these guidelines is to alert NERC participants
and employees to potential antitrust problems and to set forth policies to be followed with
respect to activities that may involve antitrust considerations. In some instances, the
NERC policy contained in these guidelines is stricter than the applicable antitrust laws.
Any NERC participant or employee who is uncertain about the legal ramifications of a
particular course of conduct or who has doubts or concerns about whether NERC’s
antitrust compliance policy is implicated in any situation should consult NERC’s General
Counsel immediately.

[l. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should
refrain from the following when acting in their capacity as participants in NERC
activities (e.g., at NERC meetings, conference calls and in informal discussions):

¢ Discussions involving pricing information, especially margin (profit) and internal
cost information and participants’ expectations as to their future prices or internal
costs.

e Discussions of a participant’s marketing strategies.

e Discussions regarding how customers and geographical areas are to be divided
among competitors.
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e Discussions concerning the exclusion of competitors from markets. ‘

¢ Discussions concerning boycotting or group refusals to deal with competitors,
vendors or suppliers.

e Any other matters that do not clearly fall within these guidelines should be
reviewed with NERC’s General Counsel before being discussed.

[1l. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and
subgroups) may have a negative impact on particular entities and thus in that sense
adversely impact competition. Decisions and actions by NERC (including its committees
and subgroups) should only be undertaken for the purpose of promoting and maintaining
the reliability and adequacy of the bulk power system. If you do not have a legitimate
purpose consistent with this objective for discussing a matter, please refrain from
discussing the matter during NERC meetings and in other NERC-related
communications.

You should also ensure that NERC procedures, including those set forth in NERC’s
Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting
NERC business.

In addition, all discussions in NERC meetings and other NERC-related communications
should be within the scope of the mandate for or assignment to the particular NERC
committee or subgroup, as well as within the scope of the published agenda for the
meeting.

No decisions should be made nor any actions taken in NERC activities for the purpose of
giving an industry participant or group of participants a competitive advantage over other
participants. In particular, decisions with respect to setting, revising, or assessing
compliance with NERC reliability standards should not be influenced by anti-competitive
motivations.

Subject to the foregoing restrictions, participants in NERC activities may discuss:

e Reliability matters relating to the bulk power system, including operation and
planning matters such as establishing or revising reliability standards, special
operating procedures, operating transfer capabilities, and plans for new facilities.

e Matters relating to the impact of reliability standards for the bulk power system
on electricity markets, and the impact of electricity market operations on the
reliability of the bulk power system.

e Proposed filings or other communications with state or federal regulatory
authorities or other governmental entities.

e Matters relating to the internal governance, management and operation of NERC,
such as nominations for vacant committee positions, budgeting and assessments,
and employment matters; and procedural matters such as planning and scheduling
meetings.

Antitrust Compliance Guidelines 2



N E R C ltem 2.a

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Draft Meeting Minutes

Board of Trustees Compliance Commi ee
May 10, 2011 | 4:45 — 5:45 p.m.
The Westin Arlington Gateway

Chair Bruce Scherr called to order a duly noticed open meeting of the Board
of Trustees Compliance Committee of the North American Electric Reliability
Corporation on May 10, 2011, at approximately 4:48 p.m., Eastern Time, and a
guorum was declared present. The agenda and list of attendees are attached as
Exhibits A and B, respectively.

NERC Antitrust Compliance Guidelines
Chair Scherr acknowledged NERC’s Antitrust Compliance Guidelines.

Overview of Meeting Objectives and Process
Chair Scherr reviewed the meeting’s objectives.

Consent Agenda
On motion of Ken Peterson, the committee approved the meeting minutes of February 16, 2011.

NERC Staff Update

Compliance Enforcement

Joel delesus, director of compliance enforcement, presented a Streamlining Enforcement and
Administrative Citation Update. In 2011, enforcement staff increased the processing of violation by
67 percent per month than in 2010. This is partly due to the increased utilization of disposition
documents and the implementation of the new Administrative Citation Process (ACP). The
processing time from discovery of an ACP violation to FERC acceptance is reduced by more than half,
compared to the processing of non-ACP violations. An average of 29 ACP violations are filed each
month under a single Notice of Penalty and are increasing to reach the goal of a hundred per month.

Further, Mr. delesus presented to the committee an update on mitigation. Since the March 2011
presentation by NERC staff regarding the review of active violations without mitigation plans, the
highest number of verified complete mitigation plans were received in one month than in the last
two years.

Lastly, Mr. delesus presented violation processing trends to the committee. The key trends were
that: (a) the number of new violations received each month exceeds the total monthly violations
processed; (b) CIP-002 through CIP-009 violations continue to increase as the majority of all new
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violations; (c) over 50 percent of all active violation are not yet mitigated; and (d) the high number of ‘
violations without mitigation plans continues to rise.

Compliance Operations

Michael Moon, director of compliance operations, presented an update on Risk-Based Reliability
Compliance Monitoring. Mr. Moon highlighted that this program would enhance reliability and
provides flexibility for Regional Entities to focus efforts and react to emerging trends. The target
date of August 1, 2011 is when the Compliance Monitoring and Enforcement Program (CMEP)
Implementation Plan for 2012 is expected to be posted.

Further, Mr. Moon also informed the committee of the increasing trend in violations as a result of
abrupt or forced registration changes. The electric reliability organization (ERO) will provide a
compliance bulletin as guidance to registered entities experiencing such changes. Lastly, Mr. Moon
presented an update on posted Compliance Application Notices (CANs) and provided a prioritization
case load for each pending CAN.

Adjournment
There being no further business, Chair Scherr adjourned the meeting at 5:50 p.m. ET.

Submitted by,

Joel delesus
Committee Secretary

Board of Trustees Compliance Committee Meeting 2
May 10, 2011



N E R C Exhibit A

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Agenda — Open Session
Board of Trustees Compliance Committee

May 10, 2011 | 4:45-5:45 p.m.
The Westin Arlington Gateway
801 Glebe Road

Arlington, VA

703-717-6200

Introductions and Chair’'s Remarks
NERC Antitrust Compliance Guidelines

1. Overview of Meeting Objectives and Process*
2. Consent Agenda* — Approve
a. Minutes — February 16, 2010
b. Future Meetings
3. NERC Staff Update
a. Compliance Enforcement
i. Enforcement Streamlining Update
ii. Mitigation
iii. Quarterly Stats
b. Compliance Operations
i. Risk-based Reliability Compliance Monitoring
ii. Top reliability Issues to inform compliance
iii. Violations as a result of abrupt changes in Registration
iv. Compliance Application Notices Update

4. Other Matters

*Background material included.
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Exhibit B
List of Attendees

Board of Trustee Compliance Committee Meeting

Arlington, VA
May 10, 2011

Member Representatives Committee

Chairman

Bill Gallagher

Vice Chairman

Scott Helyer

Investor-Owned Utility

Carol Chinn

Investor-Owned Utility

Thomas Burgess

State/Municipal Utility

Timothy Arlt

State/Municipal Utility

John DiStasio

Cooperative Utility

Michael-Smith (Proxy: Barry Lawson)

Cooperative Utility

Eric Baker

Federal/Provincial Utility

Julius Pataky

Federal/Provincial Utility

Anthony Montoya

Federal/Provincial Utility

Lorne Midford

Federal/Provincial Utility

Carmine-Marecello-(Proxy: Ajay Garg)

Transmission Dependent Utility

John Twitty

Transmission Dependent Utility

Terry Huval

Merchant Electricity Generator

Kathryn Mirr

Merchant Electricity Generator

WilliamTFapertH—(Proxy: Kathryn Mirr)

Electricity Marketer Roy True
Electricity Marketer Jack Cashin
Large End-Use Electricity Customer Michele-B‘Antuene (Proxy: John A. Anderson)

Large End-Use Electricity Customer

John Anderson

Small End-Use Electricity Customer

Lawrence-Nordell (Proxy: Bill Fields)

Small End-Use Electricity Customer

Charles Acquard

ISO/RTO

Paul Murphy

ISO/RTO

Terry Boston

Regional Entity (Voting)

Stacy Dochoda (SPP)

Regional Entity (Voting)

Craven Crowell (TRE)

State Government

Thomas-Dvorsky

State Government

Robin Lunt

Canadian Provincial

Jean-Paul Théorét (Proxy: Gilbert Neveu)

Canadian Federal

Amitabha Gangopadhyay

U.S. — Federal

Pat Heffman

U.S. — Federal

Joseph McClelland




Regional Entity

Gorden Gillette (FRCC)

Regional Entity

Ed Tymofichuk (MRO)

Regional Entity

Harvey Reed (NPCC)

Regional Entity

Susan lvey (RFC)

Regional Entity

Maureen Borkowski (SERC)

Regional Entity

David Areghini (WECC)

Secretary Dave Nevius
Board of Trustees
Chairman John Q. Anderson
Vice chair Bruce Scherr
Member Vicky Bailey
Member Paul Barber
Member Thomas Berry
Member Janice Case
Member Gerry Cauley
Member Fred Gorbet
Member Jim Goodrich
Member David Goulding
Member Ken Peterson
Member Jan Shori
Member Roy Thilly
Regional Executives
MRO Dan Skaar
NPCC Edward A. Schwerdt
Texas Reliability Entity Larry Grimm

FRCC

Sarah Rogers

SERC

Scott Henry

ReliabilityFirst Tim Gallagher
Guests

APPA Alan Mosher

Advanced Fusion Systems Alan Roth

Van Ness Feldman Andrew Art

NERC

Andrew Dressel

Edison Electric Institute

Barbara Hindin

List of Attendees

Board of Trustee Compliance Committee Meeting

May 10, 2011




NRECA

Barry Lawson

Southern Company Bob Schaffeld
NERC Brian Harrell
SERC Carter B. Edge
ERCOT Chuck Manning

Instant Access Networks, LLC

Chuck Manto

Southern Company

Cindy Hotchkiss

Georgia Systems Operations Corporation

Clay Smith

WECC

Constance White

FERC

Christy Walsh

US AWC

Cynthia Ayers

Edison Electric Institute

David Batz

Northeast Utility

Dave Boguslawski

OEB David Brown
NERC David Cook

EEI David Dworzak
WECC David Godfrey
NATF Don Benjamin
Entergy Ed Davis

Balch & Bingham Greg Butrus

NERC Herb Schrayshuen
NERC Holly Hawkins
Natural Resources Canada Ivan Harvie

NERC Janet Sena
MidAmerican Energy Holdings Jay Carrier

NRECA Jay Morrison
MidAmerican Energy Jeff Gust
ReliabilityFirst Jeff Mitchell
PSE&G Jeff Mueller
NPCC Jennifer Budd Matiello
GEl Jim Fama
Wisconsin Electric Jim Keller

NERC Joel de Jesus
SERC John Twitchall
FERC Jon First

LPPC Jonathan Schneider
List of Attendees

Board of Trustee Compliance Committee Meeting

May 10, 2011




CPS Energy

Jose Escamilla

FERC Joshua Konec
Schweitzer Engineering Katie Schnider
LG&E Keith Yocum
NERC Kimberly Mielcarek
ReliabilityFirst Larry Bugh

FERC Larry Gasteiger
FRCC Linda Campbell
NERC Lynn Constantini
NERC Liz Merlucci
Dominion Lou Oberski
Constellation Energy Maggy Powell

Competitive Power Ventures

Mark Bennett

EEI Mark Gray
NERC Mark Lauby
NERC Matt Blizard
WECC Melanie Frye
Dominion Michael Gildea

Sacramento Municipal Utility District

Michael Gianunzio

MRO

Miggie Crambilt

ITC Mike Moltane
NERC Mike Moon

FPL Mike O’Neil

NERC Mike Walker
Sacramento Municipal Utility District Michael Gianunzio
National Grid Nabil Hitti
Southern California Edison Neil Shockey

NRECA

Paul McCurley

Canadian Electricity Association

Pierre Guimond

RFC

Ray Palmieri

NERC Rebecca Michael
FERC Rena Thorne
NERC Ric Cameron

FERC Robert Ivanauskas
FERC Roger Morie

Duke Energy

Sam Holeman

List of Attendees

Board of Trustee Compliance Committee Meeting

May 10, 2011




MRO Sara Patrick
Duke Energy Sheri May
NERC Sonia Mendonca

Santee Cooper/LPPC

Stephen R. Pelcher

Exelon

Steve Naumann

NERC-consultant

Stuart Brindley

Hogan Lovells, LLP.

Susan Court

NERC

Susan Turpen

Hydro Quebec TransEnergie

Sylvain Clermont

Midwest I1SO

Terry Bilke

Southern Company

Terry Coggins

SC Public Service

Terry Blackwell

Foundation for Resilient Societies

Thomas Popik

NERC

Tina McClellan

FERC Todd Brecher

PIM Tom Bowe

First Energy Tom Burgess

NERC Tom Galloway

NERC Willie Phillips
List of Attendees

Board of Trustee Compliance Committee Meeting

May 10, 2011
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Open Meetings

February 1617

May 10-11

August 34

November 23

Phoenix, AZ !

Arlington, VA

2
Vancouver

Atlanta, GA

" All meetings in Phoenix are in Mountain Time
? All meetings in Vancouver are in Pacific Time

116-390 Village Blvd.
Princeton, NJ 08540

609.452.8060 | www.nerc.com

Board of Trustees Compliance Committee

2011 Meeting Dates

Closed Meetings

January 10
February 10
March 11
April 11
May 16
June 10
July 11
August 10
September 19
October 11
November 10

December 12

10 a.m.—noon

10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon
10 a.m.—noon

10 a.m.—noon

Iltem 2.b

Closed-Closed Meetings

January 10
February 15
March 11
April 11
May 9
June 10
July 11
August 2
September 19
October 11
November 1

December 12

1-3 p.m.
4-6 p.m.
-3 p.m.
-3 p.m.
4-6 p.m.
-3 p.m.
-3 p.m.
4-6 p.m.
-3 p.m.
-3 p.m.
4-6p.m.
1-3 p.m.

Febuary 16, 2011
All times are in Eastern Time



Agenda Item 3.a
Compliance Committee Meeting
August 3, 2011

Compliance Enforcement Improvement Initiatives

Action Required
None

Background
NERC staff will present an update on efforts to improve the compliance enforcement process.

Included in this presentation will be a review of activities to date (as outlined in the attached
paper), as well as an outline of an anticipated filing with the U.S. Federal Energy Regulatory
Commission for a proposal to improve the compliance enforcement process.

NERC staff would like to solicit feedback from the committee and the stakeholders on the
efforts to date and plan to implement these improvements.



Agenda ltem 3.a
Compliance Committee Meeting
August 3, 2011

Compliance Enforcement Improvement Initiatives

Action
None

Summary

NERC and the Regional Entities continue to work cooperatively to improve enforcement
processing. Reforms to enforcement processes should: 1) direct enforcement resources based
on the risks to reliability of the violations; 2) ensure consistent outcomes across Regions; and 3)
disseminate information about violations to industry and the public more quickly. No matter
the reforms, however, NERC remains accountable for assessing the legal sufficiency of the work
done by the Regional Entities, whether the work comes to NERC via Settlement Agreements,
Notices of Confirmed Violation, or dismissals.

In 2011, NERC and the Regional Entities have successfully implemented the Administrative
Citation Process (ACP). The ACP handles violations that did not pose a serious or substantial
risk to the reliability of the bulk power system. NERC has made six ACP filings to date, with
FERC issuing orders accepting the first five filings and the 141 violations included therein. This
represents an increase of approximately 30 percent in the number of violations filed with and
accepted by FERC.

Despite the modest advances brought about by the ACP, NERC and the Regional Entities are
preparing to develop a significant filing to introduce significant changes to the enforcement
process. This filing will be discussed at the open meeting of the Board of Trustees Compliance
Committee (BOTCC) in August, and following some industry input, the filing will be made in
September 2011.

Focus Group Meeting and Other Preparations

Since the BOTCC open meeting in Arlington, VA last May, NERC and Regional Entity staffs have
worked to develop a number of key initiatives to: (i) refocus industry efforts on achieving
reliability excellence through attention to matters that pose risks to the reliability of the bulk
power system; (ii) reduce regulatory burdens on users, owners, and operators; and (iii) improve
caseload processing. NERC staff has also reached out to the industry trade associations, legal
advisory committee, and individual stakeholders.

On July 14, NERC staff convened a focus group meeting with representatives of registered
entities who are directly involved in compliance and enforcement activities for their respective
companies. There were 11 such representatives from all eight Regions and from a wide range
of industry sectors. At this focus group meeting, NERC and Regional Entity staffs invited the
registered entity representatives to recount their experiences with the ERO enforcement
program. This provided first hand information about the real world impacts of the compliance
enforcement process from people actively involved in that process. This will help inform NERC



and Regional Entity staffs about needed changes to the enforcement process as well as provide
necessary feedback about the initiatives NERC and Regional Entity staffs are undertaking.
Immediately following the July 14 focus group session was a two-day working session between
the enforcement personnel within NERC and Regional Entity staff. This working session allowed
for review of program changes proposals currently being considered, consideration of feedback
received during the focus group meeting, and finalization of consensus about the enforcement
initiatives that NERC and the Regional Entities will present at the BOTCC open meeting in
August.

Key Initiatives

NERC and Regional Entity staffs are undertaking improvements in three key areas: (1)
establishing a process by which the ERO can exercise enforcement discretion not to pursue
certain items all the way through to dismissal or Notice of Penalty; (2) expanding the use of the
spreadsheet format to include nearly all Notices of Penalty that NERC will file on a going
forward basis, except those warranting a full Notice of Penalty; and (3) reporting on dismissals
as a means to provide further lessons to the industry. The goal of these initiatives is to: (i)
refocus industry efforts on achieving reliability excellence through attention to matters that
pose risks to the reliability of the bulk power system; (ii) reduce regulatory burdens on users,
owners, and operators; and (iii) improve caseload processing.

1. Enforcement Discretion Program
NERC recognizes that not all violations are the same, nor should all violations be
treated the same. NERC will extend that recognition beyond the use of a
streamlined Notice of Penalty format. NERC and the Regional Entities are working
on a program under which not all matters need to be processed through to a Notice
of Penalty. An assumption that should underlie the filing of every violation in a
Notice of Penalty should be that the penalty advances the reliability of the bulk
power system. Based on experience with the compliance enforcement program to
date, that assumption has not held true. In fact, treating all violations the same,
regardless of severity, may actually be undermining the overall goal of achieving
reliability excellence. Going forward, however, not all matters will require filing with
FERC in a Notice of Penalty. To that end, NERC and the Regional Entities will be
implementing an enhanced enforcement discretion program.

The enforcement discretion program will incorporate the lessons learned by NERC,
the Regional Entities and registered entities over the last four years of Reliability
Standard enforcement. As with all violation processing, candidates for enforcement
discretion will be identified by both compliance and enforcement staffs focusing on
the risk assessment of the underlying issue. For a transition period, enforcement
staffs will make final decisions with respect to candidates identified by compliance
staffs. Issues posing minimal to moderate risk to the reliability of the bulk power
system will be candidates for the exercise of enforcement discretion. The Violation
Risk Factor and Violation Severity Level of the violated Reliability Standard will also
guide the exercise of enforcement discretion. Other factors to be considered
include: 1) whether the matter was self-reported and the final self-report included



detailed, thorough information regarding the nature, scope and duration of the
problem, the potential and actual risk to the reliability of the bulk power system
including during the pendency of the issue and mitigating activities to correct the
issue and prevent recurrence; 2) the efforts made to remedy the problem; and 3)
violation history of the registered entity. Of course, in light of the discussion of
reliability priorities earlier this year, there may be certain violations that are deemed
per se to be important for reliability and would warrant Notice of Penalty treatment.

For items that would be subject to enforcement discretion and not pursued through
to a Notice of Penalty, NERC and the Regional Entities will track them through a
regular reporting mechanism. Reporting on items treated via enforcement
discretion will include: 1) Name of registered entity; 2) Standard and requirement at
issue; 3) Factual description; and 4) Regional Entity’s basis for not processing the
item through to a Notice of Penalty. Many of the issues subject to this treatment
will have already been mitigated. In instances when the problem is not already
mitigated, the registered entity will describe the mitigating activity and certify
completion to the Regional Entity. The Regional Entities will verify the completion of
mitigation on an as-needed basis to ensure that all “found” problems are ultimately
“fixed”. In all cases, the Regional Entity will have all reasonable assurance that the
problem has been fully mitigated and the underlying conduct is not likely to recur.
Finally, items handled by enforcement discretion would be included in the
compliance history of the registered entity. Depending on the circumstances, an
entity with a pattern of recurring problems could be singled out for different
treatment, in keeping with a risk-informed approach to administration of reliability
compliance.

NERC staff anticipates that the September filing will include a report on a number of
matters that will be subject to enforcement discretion and will not be included in a
Notice of Penalty filing.

This approach builds on the enforcement discretion exercised to date with respect
to application of the penalty. It will allow NERC and the Regional Entities to focus on
those violations that pose the most significant risks to the reliability of the bulk
power system. Just as important, it will reduce regulatory burdens on users, owners
and operators of the bulk power system by providing a mechanism to identify and
promptly fix more minor items without the need for invoking the full Notice of
Penalty mechanism.

New Notice of Penalty Format

For those violations that continue to proceed to a Notice of Penalty, NERC will seek
to expand the use of the spreadsheet format (used in the ACP). This spreadsheet
format would address nearly all violations pursued to a Notice of Penalty, whether
or not they would have been candidates for ACP treatment. The exception would be
cases that involve serious or substantial risks to the bulk power system, which
violations would be disposed of via a traditional full Notice of Penalty.




The spreadsheet format for Notices of Penalty will include all of the information
required to assess the underlying violation, including: 1) Name of registered entity;
2) Reliability Standard and Requirement; 3) Description of Violation; 4) Risk
Assessment; 5) Duration of Violation; 6) Penalty Amount; 7) Description of
Mitigation Activity; and 8) any other aggravating or mitigating factors, including the
registered entity’s violation history and internal compliance program. This format
would obviate the need to file the substantial paperwork now required in even
abbreviated Notices of Penalty (disposition documents, settlement agreements,
mitigation plans, etc.).

NERC and Regional Entities have developed an impressive track record in handling
Notices of Penalty in all formats, ranging from full Notices of Penalty to the ACP
Notices of Penalty. The spreadsheet Notice of Penalty will build on that success. It
will also enhance the differentiation of violations and their treatment based on their
underlying risks.

NERC staff anticipates that most of the Notices of Penalty submitted to the
Commission in September will be structured in the spreadsheet format and included
with the filing of enforcement discretion candidates.

Dismissal Reporting

Although not part of the September filing to present enforcement discretion
candidates and spreadsheet-based Notices of Penalty, a third initiative
contemplated to improve the enforcement process relates to reporting of
dismissals.

At the last open BOTCC meeting in Arlington, a stakeholder suggested that an
analysis of the dismissals may be beneficial in the context of reducing the violation
caseload. Providing information to the Registered Entities on common reasons for
dismissals may help to reduce the caseload since many violations may not be self-
reported if such reasoning was known. Of the approximately 1,650 dismissals to-
date, about 1,000 or 60 percent of all dismissals were related to self-reports. NERC
discussed this issue with the Regional Entity enforcement staffs and there was
consensus that such transparency would be useful to the industry.

NERC and Regional Entities discussed the dismissal summaries recently developed by
MRO and RFC and how the format of these summaries could be used in compiling,
evaluating, and communicating dismissal reasons across the ERO. As a result, NERC
directed the Regional Entities to first pull together basic violation/dismissal
information in the same manner that MRO did. In parallel, NERC staff has also
queried its own database and sorted dismissed violations by Standard/Requirement
to identify any commonalities or issues that may exist across regions. The Regional
Entities and NERC will collectively develop subject area summaries similar to those
published on RFC’s website.



The initial goal is to have a status report available on this effort for the August open
meeting in Vancouver. Each region has begun to query its database and populate a
formatted Excel spreadsheet with basic information, including the tracking NERC ID
#, Standard, Requirement, discovery method, facts at issue, and the reason for the
dismissal. A status report will then be prepared for the open BOTCC meeting in
August and included in the presentation material for that meeting.

The intent of the analysis and corresponding summaries is to provide the industry
with a better understanding of the reasons for dismissals of violations that were
incorrectly identified as violations. Such information will be provided and
summarized by Standard/Requirement. In addition, where multiple violations of the
same Standard/Requirement were dismissed for similar reasons, either in a Region
or across Regions, such reasons will be highlighted.

Conclusion

The goal of NERC, the Regional Entities, registered entities, and FERC is the maintenance and
improvement of reliability. Timely processing of violations gives the signal to industry that it
will be held accountable for its role in ensuring reliability. Using the expertise gained over the
last four years to treat violations differently based on their associated risk allows for the
focusing of resources on the violations that pose the greatest risks to reliability. This approach
will also reduce regulatory burdens on users, owners and operators of the bulk power system
by doing only as much as is needed for the particular matter, and no more. NERC and the
Regional Entities remain committed to working with registered entities and FERC on the
responsible and efficient processing of violations of Reliability Standards.
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Number of Reliability Standards
Year 2007 2008 2009 2010 2011 2012
Compliance Audit 39 60 49 56 39 37
Self-Certification 39 60 52 60 53 36
Periodic Data Submittals -- -- 12 13 14 14
Exception Reporting -- -- 14 19 13 13
Spot Check 0 0 13 19 1 0
Subject to Compliance Violation Investigation -- -- 94 95 102 104
Subject to Self-Reporting -- -- 94 95 102 104
Subject to Complaint -- -- 94 95 102 104

2012 CMEP Reliability Standards Summary

Reliability
Standards
(FERC Approved)

BAL-001-0.1a

Self-Certification Annual Program Audit -

Annual (A) Tier 1 (X) Spot Check (SC)

BAL-002-0 (BAL-002-1 Effective 04/01/2012) X

BAL-003-0.1b

BAL-004-0

BAL-005-0.1b

BAL-006-1.1

CIP-001-1

CIP-002-3

CIP-003-3

CIP-004-3

CIP-005-3

CIP-006-3c

CIP-007-3

CIP-008-3

CIP-009-3

COM-001-1.1

COM-002-2

EOP-001-0

EOP-002-3 Effective 10/01/2011
EOP-003-1

EOP-004-1

EOP-005-1 A X
EOP-006-1 X

X

e

IS I I 15— I I I I 5 I I I

XXX X]IX[X[X]X]X

X
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EOP-008-0

EOP-009-0

FAC-001-0

FAC-002-1 Effective 10/01/2011

FAC-003-1

FAC-008-1

>

FAC-009-1

FAC-010-2.1

FAC-011-2

FAC-013-1

FAC-014-2

INT-001-3

INT-003-2

INT-004-2

INT-005-3

INT-006-3

INT-007-1

INT-008-3

INT-009-1

INT-010-1

IRO-001-1.1

IRO-002-2 Effective 10/01/2011

IRO-003-2

IRO-004-1

IRO-005-2

IRO-006-4.1

IRO-008-1

IRO-009-1

IRO-010-1

IRO-014-1

IRO-015-1

IRO-016-1

MOD-001-1a Effective 4/1/2011

MOD-004-1 Effective 4/1/2011

>
X

MOD-008-1 Effective 4/1/2011

MOD-010-0

MOD-012-0

MOD-016-1.1

MOD-017-0.1

MOD-018-0

MOD-019-0.1

MOD-020-0

MOD-021-1 Effective 4/1/2011

MOD-028-1 Effective 4/1/2011

MOD-029-1a Effective 4/1/2011

MOD-030-2 Effective 4/1/2011
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NUC-001-2 X

PER-001-0.1

PER-002-0 A X

PER-003-0

PER-004-1

PER-005-1 X

PRC-001-1 A X

PRC-004-1 (PRC-004-2 Effective 4/1/2012) A

PRC-005-1 A X

PRC-007-0

PRC-008-0 A

PRC-009-0

PRC-010-0

PRC-011-0 A

PRC-015-0

PRC-016-0.1

PRC-017-0 A

PRC-018-1

PRC-021-1

PRC-022-1

PRC-023-1 A

TOP-001-1

TOP-002-2a A X

TOP-003-1 Effective 10/1/2011

TOP-004-2 A X

TOP-005-1.1

TOP-006-2 Effective 10/1/2011

TOP-007-0 X

TOP-008-1

TPL-001-0.1

TPL-002-0a

TPL-003-0a X

TPL-004-0 X

VAR-001-2 Effective 10/1/2011 A

VAR-002-1.1b A

Note: The Reliability Standards listed for the above monitoring methods does not necessarily imply all requirements are included in the 2011 Reliability Standard
Actively Monitored list. Refer to the "Requirements Detail Tab" for specifics concerning each Reliability Standard monitoring details.
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ERO Compliance Monitoring and Enforcement Program

ERO Compliance Monitoring and Enforcement
Program

Reliability and accountability are basic tenets of the Compliance Monitoring and
Enforcement Program (CMEP). The objective of the North American Electric Reliability
Corporation (NERC) and the Regional Entities is to achieve the highest possible level of
reliability for the Bulk Power System (BPS). NERC, as the FERC-certified Electric
Reliability Organization (ERO), together with the Regional Entities, is accountable to
government regulators and industry stakeholders. The CMEP is critically important in
supporting reliability and accountability, since effective compliance is a necessary, yet
insufficient, activity for assuring the highest levels of reliability. The CMEP covers not
only monitoring and enforcement activities, but also education, training and
informational activities designed to assist the industry in achieving and sustaining
effective compliance and enhanced reliability. The CMEP also complements other
critical ERO activities aimed at improving reliability such as: facilitating the industry in
the development and improvement of Reliability Standards, providing reliability
assessments, and identifying lessons learned from events analysis that can assist the
industry in enhancing reliability. There is clear ERO and industry accountability for the
development of Reliability Standards in accordance with the 2005 Federal Power Act’
and FERC Order No. 6722, which duly recognize the collective expertise, experience and
judgment needed to develop and improve Reliability Standards. NERC continues to
refine and improve the annual CMEP and Actively Monitored List (AML) by focusing its
efforts and resources on those areas that pose the greatest risk to reliability of the BPS.

As a reminder to all Registered Entities, NERC Rules of Procedure (RoP)? state that all
Bulk Power System users, owners, and operators are required to comply with all
applicable ERO governmental authority-approved Reliability Standards at all times.
Regional Reliability Standards and regional variances approved by NERC and the
applicable ERO governmental authority are enforceable and apply to all Registered
Entities responsible for meeting those Reliability Standards within the Regional Entity
boundaries, whether or not the BPS user, owner, or operator is a member of the
Regional Entity.

The CMEP is developed under Section 215(c) of the Federal Power Act* to establish and
enforce Reliability Standards for the BPS, subject to review by FERC and in general
accordance with the “Principles for an Electric Reliability Organization that can Function

! Section 215(d)(2) of the Federal Power Act located at http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=109 cong_bills&docid=f:h6enr.txt.pdf

% Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment,
Approval, and Enforcement of Electric Reliability Standards,114 FERC § 61, 104 (2006) at P 324 located at
http://www.nerc.com/files/final rule reliability Order 672.pdf.

3 See Rules of Procedure, Section 401.2 at http://www.nerc.com/page.php?cid=1]8]169.

* Federal Power Act, 16 U.S.C. 8240. a.3 (2005). Located at
http://www.nerc.com/fileUploads/File/AboutNERC/HR6 Electricity Title.pdf
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on an International Basis.”> The CMEP is designed to improve reliability through the
effective and efficient enforcement of Reliability Standards.

FERC Order No. 672 provides the framework for the ERO and its corresponding
certification process. On July 20, 2006, FERC certified NERC as the ERO®. FERC
regulations provide that an ERO must submit an assessment of its performance three
years from the date of certification by the Commission, and every five years thereafter.
On September 16, 2010 FERC recertified NERC as the ERO’ following the three-year
assessment.

To help fulfill its responsibilities under its rules filed with regulatory authorities, NERC,
as the international ERO, has delegated authority to qualified Regional Entities to
monitor and enforce compliance with Reliability Standards by users, owners, and
operators of the BPS. This delegation is governed by Regional Delegation Agreements
(RDA) that have been approved by the appropriate regulatory authorities. NERC and
these Regional Entities are responsible for carrying out the CMEP. Each Regional Entity
submits its regional CMEP Implementation Plan to NERC for approval based on the
requirements of this document.

NERC and the Regional Entities recognize that there are important reliability matters
that require prompt communication to industry. NERC has used the AIerts/Advisory8
process to rapidly inform the industry of such matters. The Implementation Plan
strongly encourages the applicable Registered Entities to proactively address such
communications as a way of demonstrating good utility practice and a strong culture of
compliance and reliability excellence.

® Bilateral Electric Reliability Oversight Group, August 3, 2005 (the “Bilateral Principles”).

® ERO Certification Order at P 3.

” North American Electric Reliability Corporation, Reliability Standards Development and NERC and Regional Entity
Enforcement, “Order on the Electric Reliability Organization’s Three-Year Performance Assessment,” 132 FERC
61,217 (2010 at P 1.

8 See Events Analysis: Alerts at http://www.nerc.com/page.php?cid=5|63.
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Introduction

The ERO CMEP Implementation Plan is the annual operating plan for compliance
monitoring and enforcement activities to ensure that NERC, as the international ERO,
and the Regional Entities fulfill their responsibilities under legislation in the United
States and other applicable obligations in jurisdictions in Canada and Mexico®.
Currently, Reliability Standards are mandatory and enforceable in the U.S. and the
Canadian provinces of British Columbia®®, Ontario?, New Brunswick?, and
Saskatchewan®. The Canadian province of Alberta'® has adopted some of the
Reliability Standards and is in the process of reviewing others. The legislative
framework to make Reliability Standards mandatory and enforceable exists in
Manitoba®®, Nova Scotia®, and Quebec'’. In Nova Scotia, the Reliability Standards are
pending the approval of the Nova Scotia Utility and Review Board. The National Energy
Board of Canada™ is in the process of making Reliability Standards mandatory and
enforceable for international power lines.

The compliance monitoring and enforcement activities are carried out by NERC and the
eight Regional Entities based on the regulatory authority-approved uniform CMEP*?, the
NERC RoP?, the respective RDA®' with the eight Regional Entities, and other
agreements including Memoranda of Understanding with the Canadian provinces. This
plan outlines the implementation requirements to be followed by NERC and the eight
Regional Entities. Each Regional Entity submits its 2012 Implementation Plan by
November 1, 2011 to NERC. NERC is responsible for approving the Regional Entity
Implementation Plans.*

The 2012 Implementation Plan includes a set of Reliability Standards that were selected
based upon ERO-identified high-risk priorities and a three-tiered approach to
compliance auditing. The implementation plan also requires Regional Entities to
consider a registered entity’s compliance history when determining the scope of
compliance monitoring activities. The objectives of the Implementation Plan are to:

® http://www.cre.gob.mx/pagina_a.aspx?id=23

1% http://www.nerc.com/files/British-Columbia112706.pdf

" http://www.nerc.com/files/MOU_between IESO_NERC NPCC 02052010.pdf

2 http://www.nerc.com/files/MOU_NewBrunswick-10032008.pdf

B http://www.nerc.com/files/SaskPower MOU_020309.pdf

" http://www.nerc.com/files/NERC-WECC-AESO_MOU_Executed%20Version 071510.pdf
' http://www.nerc.com/files/INTERIM_MANITOBA AGREEMENT.pdf

' http://www.nerc.com/files/NSPI_NERC NPCC MOU_executed 20100511.pdf

' http://www.nerc.com/files/NERC-Regie-NPCC_Agreement 20090508EN_signed.pdf

*® http://www.nerc.com/files/NEB-NERCMOU091406.pdf

' http://www.nerc.com/files/Appendix4C_Uniform CMEP 20110101.pdf

% http://www.nerc.com/files/NERC Rules of Procedure EFFECTIVE 20110412.pdf

%! http://www.nerc.com/page.php?cid=1%7C9%7C119%7C181

2 Section See Appendix 4C of the NERC RoP at Section 4.2: http://www.nerc.com/page.php?cid=1|8]169
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e Promote the reliability of the BPS through rigorous compliance monitoring and
enforcement activities.

e Facilitate improved consistency of compliance activities throughout North
America.

e Monitor all regulatory authority approved Reliability Standards by using the eight
CMEP compliance monitoring methods.

e Use risk-based and performance-based criteria for determining the scope for
compliance audits.

o Allow flexibility for the ERO and Regional Entities to investigate trends that may
pose a near term risk to reliability either across the North American BPS, across
an Interconnection or within a Regional Entity boundary.

e Improve the compliance program by analyzing the compliance monitoring
experience across North America and implementing necessary improvements.



Risk-Based Compliance Monitoring Approach

Risk-Based Compliance Monitoring Approach

The premise of risk-based compliance monitoring is that the amount of scrutiny a
registered entity receives in terms of compliance monitoring will be directly
commensurate with the risk it poses to the reliability of the BPS. Compliance
monitoring encompasses a range of activities, including spot checks, self certifications,
audits, and personal correspondence to an entity from the ERO. For entities that do not
pose a significant reliability risk, the activities specifically prescribed in this
Implementation Plan may suffice. For entities that do pose a significant risk to
reliability, it will be necessary for those entities to undergo additional compliance
monitoring such as additional focused spot checks, a greater number of self
certifications, or broader and deeper audits of greater frequency, etc.

Registered Entities are responsible for compliance with all reqgulatory
approved Reliability Standards and Requirements in effect per their
registered function at all times, regardless of what is specified in the
AML.

One of the key components to an effective risk-based audit approach is the
incorporation of performance-based auditing. Performance audits, according to the
United States Government Accountability Office”®, are defined as engagements that
provide assurance or conclusions based on an evaluation of sufficient, appropriate
evidence against stated criteria, such as specific requirements, measures, or defined
business practices. The second component includes a more detailed review and testing
of the registered entity’s programs and procedures to assure actual performance of the
stated programs are being implemented, rather than relying solely on documentation.

To assist the Regional Entities in determining how much risk an entity poses to
reliability, a number of aspects have been identified that point to activities, behaviors,
and qualities that warrant additional concern prompting an enhanced application of
compliance monitoring. Specifically, these aspects include the Technical and Risk Profile
of an entity, Reliability Performance Metrics, an entity’s Internal Compliance Program,
Compliance and Enforcement Metrics and Status, and Regional Entity Qualitative
Assessment, which are concepts described in generally accepted government auditing
standards (GAGAS)**. These five aspects are described below:

e Technical and Risk Profile: This profile details the technical components of the
Registered Entity. It highlights various aspects of the company’s structure and
identifies key information that is relative to its risk. Such components include

2 See United States Government Accountability Office — Government Auditing Standards (GAGAS) at Chapter 1: Use
and Application of GAGAS at Section 1.25 http://www.gao.gov/new.items/d07731g.pdf.

 See GAGAS at Chapter 7: Field Work Standards for Performance Audits
http://www.gao.gov/new.items/d07731g.pdf
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nuclear generation, MW capacities, registration information, points of
interconnection, and affiliated companies.

e Reliability Performance Metrics (Trends): Metrics provide a quantitative approach
for measuring a registered entity’s performance. Consistent metrics yield a
baseline to measure performance as well as compare performance to previous
years.

e Internal Compliance Program: The strength of a registered entity’s internal
compliance program evidences its activities to self-monitor reliability and
compliance through internal controls, corrective action programs and a culture of
compliance. An assessment of a registered entity’s internal compliance program
includes an evaluation of how the entity addresses the standard FERC 13
questions and the additional FERC 1b compliance criteria, and outlines areas for
improvement in the internal compliance program.

e Compliance and Enforcement Metrics and Status: These metrics detail the
violation history and any open enforcement actions of the registered entity,
including consideration of the facts and circumstances surrounding the
violations. The evaluation includes consideration of the methods of discovery,
with specific focus on repeat violations, the status of any open mitigation plans,
and compliance improvements over time.

e Regional Entity Qualitative Assessment: This area provides an opportunity for the
Regional Entities to include qualitative assessment and regional expertise for
what the entity is doing well and areas for improvement.

NERC and the Regional Entities will work together to develop an Entity Risk Profile
Assessment template for use across the entire ERO before the end of 2011. When
complete, this template will be publically posted on NERC's website for the benefit of
both the Regional Entities and registered entities. For registered entities, the template
may prove valuable for conducting critical self-assessments in preparation of
compliance monitoring actions and other times. Also, the template will be invaluable
for the Regions in order to scope audits appropriately.

It must be emphasized that registered entities are responsible for compliance with all
regulatory approved Reliability Standards and Requirements in effect per their
registered function at all times, regardless of what a registered entity’s risk profile may
indicate. Regional Entities have the authority and responsibility to expand the scope of
an audit, spot check, or any other compliance monitoring process if they consider it
necessary when evaluating the compliance of a registered entity.

10
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2012 Implementation Plan Development
Methodology

As part of an overall compliance plan, NERC developed the AML of Reliability Standards
for 2012 based on the methodology outlined in this section. This framework is a
continuation of the initial development process for the 2011 Implementation Plan.

The 2012 Implementation Plan is designed to realize risk-based approaches for ERO
programs, priorities and initiatives that meet reliability goals and improve efficiencies.
Achieving these goals will be accomplished through the development, maintenance, and
implementation of a list of the highest priority Reliability Standards. The Reliability
Standards and associated Requirements populating this list will be determined through
an annual review of the following:

e ERO High-Risk Priorities
e FERC Orders and Guidance
e Compliance History and Culture

e Input from NERC Staff including Compliance Operations, Critical Infrastructure
Protection, Enforcement, Events Analysis and Investigations, Legal, Reliability
Assessments and Performance Analysis, and Standards

e Future Considerations

ERO High-Risk Priorities

The purpose of identifying and using a set of priorities is to move away from focusing on
processes for “administrative and documentation-related violations that have no effect
on bulk power system reliability,” as the Edison Electric Institute (EEI) has stated”.
Instead, the focus is on those Reliability Standards, and more specifically those
Requirements within the Reliability Standards, that are most critical to the reliability of
the BPS as determined by a set of risk-based criteria. The priorities and correlated
Reliability Standards are explained in further detail in Appendix 1 - 2012 ERO High-Risk
Priorities with High Value Associated Reliability Standards. NERC and the Regional
Entities considered these priorities and identified a number of Reliability Standards that
apply to each criteria. Many of these Reliability Standards apply to multiple priorities,
bolstering their importance and reason for inclusion into the AML.

FERC Order and Guidance

FERC Order No. 729 states that “the Commission hereby adopts the NOPR proposal to
direct the ERO to conduct an audit of the various implementation documents developed
by transmission service providers to confirm that the complete available transfer
capability methodologies reflected therein are sufficiently transparent to allow the
Commission and others to replicate and verify those calculations. The Commission

% http://www.nerc.com/docs/bot/finance/2010BPB_EEI Draft2comments.pdf
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clarifies that these audits are not intended to address the competitive effects of these
MOD Reliability Standards. Instead, the audit should review each component of
available transfer or flowgate capability, including the transmission service provider’s
calculation of capacity benefit margin and transmission reliability margin, for
transparency and verifiability to ensure compliance with the MOD Reliability
Standards.”?®

The Reliability Standards associated with this order that will be integrated into the 2012
Implementation Plan are MOD-001, MOD-004, and MOD-008.

Violation Trend History

An analysis of the compliance history of Reliability Standards is only one aspect for
determining the risk-based compliance approach, and provides insight into which
Reliability Standards have proven most challenging for registered entities. Reliability
Standards that are understood by registered entities appear to result in more possible
violations through the self-report monitoring method. Reliability Standards that are not
understood by registered entities, or are complicated, appear to result in more possible
violations through the audit and spot check monitoring methods. Through the
identification and inclusion of these Reliability Standards in the annual compliance plan,
registered entities will have the ability to learn through personal experience, regional
workshops, and other outreach programs and resources on how best to improve their
compliance programs. Improved compliance programs will result not only in enhanced
compliance for these Reliability Standards in particular, but also for all remaining
Reliability Standards, through the growth of compliance processes and systems.

A collection of violation statistics results for all Reliability Standards, displayed for all
regions as referenced by the ERO and according to each Interconnection, can be seen
according to the near term and since June 18, 2007 in Tables 1 and 2 respectively.

Table 1: Top 10 Violation Statistics for the near term in all Regions and by
Interconnection for all Reliability Standards.

Rolling 12 Month (3.28.2010 to 3.28.2011)
NERC Eastern Interconnection Interconnection ERCOT Interconnection

Standard iolati Standard iolati dard iolati Standard iolati
1 CIP-DO7 297 CIP-007 187 CIP-007 84 PRC-005 29
2 PRC-005 199 CIP-004 128 CIP-004 55 CIP-007 26
3 CIP-D04 192 PRC-005 121 CIP-006 53 CIP-001 19
4 CIP-006 133 CIP-005 83 PRC-005 49 CIP-004 9
5 CIP-005 131 CIP-006 72 CIP-003 43 CIP-005 8
6 CIP-003 107 CIP-001 62 CIP-005 40 CIP-005 8
7 CIP-D02 90 CIP-003 61 CIP-002 36 IRO-001 ]
8 CIP-001 a9 VAR-002 54 CIP-009 25 VAR-D02 7
9 VAR-002 77 CIP-002 52 VAR-002 16 PRC-001 6
10 CIP-009 59 FAC-DDB 36 CIP-008 9 TPL-002 6

% See Mandatory Reliability Standards for the Calculation of Available Transfer Capability, Capacity Benefit Margins,
Transmission Reliability Margins, Total Transfer Capability, and Existing Transmission Commitments and Mandatory
Reliability Standards for the Bulk-Power System, 129 FERC § 61,155 (2009) at P 106.

12
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Table 2: Top 10 Violation Statistics for all time in all Regions and by
Interconnection for all Reliability Standards.

NERC Eastern Interconnection Western Interconnection ERCOT Interconnection
dard dard lati Standard dard
1 PRC-005 678 PRC-D05 435 PRC-005 214 PRC-005 39
2 CIP-001 442 CIP-004 260 CIP-001 184 CIP-001 30
3 CIP-004 390 CIP-007 232 CIP-004 119 CIP-007 26
4 CIP-007 372 CIP-001 228 CIP-007 114 FAC-008 19
5 CIP-006 178 FAC-008 123 TOP-002 80 IRO-001 12
13 FAC-008 171 CIP-006 109 EQP-005 72 CIP-004 11
7 VAR-002 158 CIP-005 103 CIP-003 64 PRC-008 10
8 CIP-005 156 VAR-002 95 CIP-006 Bl VAR-002 10
9 CIP-003 152 FAC-009 94 PER-002 55 FAC-008 9
10 CIP-002 135 CIP-002 86 VAR-002 53 CIP-006 8

With the significant presence of FERC Order No. 70627 (CIP) Reliability Standards among
violations, especially in the near term, it becomes difficult to gauge how the FERC Order
No. 69328 Reliability Standards rank in terms of violations. Removing the CIP Reliability
Standards from this analysis, the violation statistics for 693 Reliability Standards in the
near term and for all time can be seen in Tables 3 and 4 respectively.

Table 3: Top 10 Violation Statistics for the near term in all Regions and by
Interconnection for FERC Order No. 693 Reliability Standards.

NERC Eastern Interconnection Waestern Interconnection ERCOT Interconnection
1 PRC-005 199 PRC-005 121 PRC-005 49 PRC-005 29
2 VAR-002 77 VAR-002 54 VAR-002 16 IRO-001 3
3 FAC-008 42 FAC-008 36 PRC-008 9 VAR-002 7
4 PRC-008 36 TOP-002 30 BAL-004 5 PRC-001 &
5 FAC-009 32 FAC-009 25 EQP-005 5 TPL-002 [
[ TOP-002 32 PRC-008 23 IRO-5TD 4 FAC-009 5
7 COM-002 24 COM-002 20 PER-002 4 TOP-001 5
8 PER-002 21 FAC-001 17 PRC-023 4 PRC-008 4
9 PRC-001 21 PER-002 17 COM-002 3 PRC-004 4
10 FAC-001 20 FAC-003 16 FAC-001 3 FAC-008 4

z Mandatory Reliability Standards for Critical Infrastructure Protection, 122 FERC 9 61,040 (2008) (Order No. 706).

8 Mandatory Reliability Standards for the Bulk-Power System, 72 FR 16,416 (Apr. 4, 2007), FERC Stats. & Regs.
31,242 (2007) (Order No. 693). NERC realizes each Canadian province has separate Memoranda of Understanding and
the use of 693 and 706 in this document for referencing CIP and non-CIP standards.
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Table 4: Top 10 Violation Statistics for All Time in All Regions and by
Interconnection for FERC Order No. 693 Reliability Standards.

NERC Eastern Interconnection Western Interconnection ERCOT Interconnection
Standard Violati Standard Violati Standard Vielati dard Violati
1 PRC-005 678 PRC-005 425 PRC-005 214 PRC-005 39
2 FAC-008 171 FAC-008 123 TOP-002 20 FAC-008 15
3 VAR-002 158 VAR-002 95 EQP-005 72 IRO-001 12
4 TOP-002 133 FAC-009 94 VAR-002 53 PRC-008 10
5 EQP-005 129 EQP-005 57 EQP-001 50 VAR-002 10
3 FAC-009 127 FAC-003 56 FAC-001 47 FAC-009 9
7 PRC-008 104 FAC-001 53 PRC-008 46 PRC-001 3
8 FAC-001 100 TOP-002 52 VAR-001 44 TOP-001 5]
E) PER-002 98 PRC-008 48 TPL-002 35 TPL-002 6
10 EOP-001 84 PER-002 43 COM-001 31 IRO-004 4

Active and Closed Violations by Registered Function
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Figure 1: Active and Closed violation summary history per function since 2007.

As a final perspective on violations for recent years, Figure 1 displays the number of
active and closed violations attributed to the various registered functions since June 18,
2007. The violations for each function are not necessarily specific or unique violations
to each function alone in all cases. Rather, in many cases, a single violation will be
applicable to more than one function, resulting in each of the applicable functions
reflecting this one violation.

Risk-based compliance includes high-impact violations as well as low-impact violations
that are widespread enough to, as an aggregate, represent a high impact to reliability.
Thus, violation history is an important tool for assessing which Reliability Standards and,
in turn, which functions have proven to be most difficult for compliance and require
more attention during audits.
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AML and Implementation Plan Input

All eight Regional Entities provided valuable input into the development of the 2012
AML and Implementation Plan. Input was received from members of the ERO
Compliance and Enforcement Management Group (ECEMG), the Compliance Monitoring
Processes Working Group (CMPWG), and various Regional Entity compliance and
enforcement staff.

In addition to the input provided by the Regional Entities, several NERC departments
provided insight in terms of the relationship of Reliability Standards to ERO High-Risk
Priorities, supplementary information from these groups has been provided in order to
help further refine the list of High-Risk Priority Standards. Specifically, the departments
that contributed to the 2012 Implementation Plan include Compliance Operations,
Critical Infrastructure Protection, Enforcement, Events Analysis and Investigations,
Legal, Resource Assessments and Performance Analysis, and Standards.

The Reliability Assessment and Performance Analysis department has completed an
analysis in which a subset of Requirements with the highest impact to reliability has
been identified according to a Standards/Statute Driven Index (SDI), which measures
improvement in compliance with Reliability Standards, as part of a Reliability Metrics
and Integrated Risk Assessment studyzg. This subset consists of 26 Requirements and is
found in Table 5. These Requirements have high Violation Risk Factors (VRFs) and the
violations of these Requirements had severe Reliability Impact Statements (RIS), as
determined by the Regional Entity.

Table 5: 26 Requirements considered by the Standards/Statute Index as part of
Reliability Metrics and Integrated Risk Assessment

Standard Req.  Standard  Req.  Standard = Reg. Standard Req.  Standard = Req. Standard

BAL-002-0 R3  [COM-002-2| R2 |FAC-008-1| A1 PRC-004-1 R2  [TOP-002-2| R2 TOP-002-2
BAL-003-0.1b R2 EOP-001-0 R1 | FAC-008-1| RI1 PRC-005-1 Rl | TOP-002-2| R3 TOP-003-0
CIP-002-1 Rl £OP-001-0 R4 | IRO-005-2 R4 PRC-005-1 R2 | TOP-002-2| R4 TOP-004-2
CIP-002-1 R3 EOP-001-0 R7 | IRO-0052| R17 PRC-007-0 R1 | TOP-002-2| RS TOP-004-2
CIP-003-1 R2 £OP-003-1 R7  [PER-001-0( AL PRC-008-0 Rl [TOP-002-2| R6 TOP-006-1
CIP-003-1 R3 EOP-005-1 R6 | PER-002-0| RI1 PRC-008-0 R2 | TOP-002-2| R7 TOP-008-1
CIP-003-1 RS EOP-006-1 Rl | PER-002-0| R2 | PRC-STD-005-1| WR1 |TOP-002-2| RI0O [ TOP-STD-007-0
CIP-004-1 R2 EOP-008-0 Rl | PER-002-0| R3 TOP-001-1 R3 | TOP-002-2| RI11 VAR-001-1
CIP-004-1 R3 FAC-001-0 R2  [PER-002-0( R4 TOP-001-1 R6  [TOP-002-2| RI14
CIP-005-1 R2 FAC-003-1 Rl [PRC-001-1 R4 TOP-001-1 R7  [TOP-002-2| RI16
COM-001-1 R2 FAC-003-1 R2  [PRC-004-1[ RL TOP-002-2 Rl [TOP-002-2| R17

The Reliability Assessment and Performance Analysis group has also completed an
analysis of the BPS transmission system through the Transmission Availability Data
System (TADS). As shown in Figure 2, this analysis points to several causes for sustained

% http://www.nerc.com/docs/pc/rmwg/Integrated Reliability Index WhitePaper DRAFT.pdf
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outages experienced by North America’s transmission system. Keeping these outage
causes in mind can be helpful in determining the priority of individual Requirements
within already designated, high-risk priority Reliability Standards.

2008 to 2010 Initiating Cause Sustained Percent
‘weather, excluding lightning 1374 17.9%
Lightning a0z 1.7
Human Errar 042 10.9%
F ailed AC Substation Equipment T4 0.2
F ailed AC Circuit Equipment 77 9.2
F ailed Protection System Equipment B72 TAX
F oreign Interference 293 38
Fire 292 38K
Power System Condition 289 37K
Oither 276 36K
Contamination 1E6 2%
Vegetation a7 1.3%
Environmental 8 04%
Yandalizm, Terrorizm, or Malicious Acts 20 0.3%
Unavailable 7 0%
F ailed ACIOC Terminal Equipment 1 0.0%
Unknown 1064 138
TOTAL e 100.0%

Figure 2: Initiating causes of sustained outages for the BPS from 2008 to 2010.

Future Considerations

Future considerations refer to those Reliability Standards that are not yet enforceable,
but are implicated by the 2012 ERO high-risk priorities as referenced in Appendix 1.
Thus, these suggested Reliability Standards provide guidance on what should
immediately be considered for incorporation into the AML following FERC approval and
given the current priorities. As indicated by the NERC standards group, the applicable
Reliability Standards subject to future enforcement include EOP-005-2, PER-005-1, and
PRC-004-2.

Three-Tiered Compliance Approach

Following the compilation of the complete list of highest priority Reliability Standards,
the AML, being the minimum scope of compliance audits, will include a subset®® of
Requirements per the FERC-approved RoP. The Requirements identified for the 2012
AML by using a three-tiered approach are described below.

Three-Tiered Approach to Requirements Specification

After selecting a set of Reliability Standards based upon the priorities and criteria
identified above, it is necessary to identify the specific Requirements within each of the
Reliability Standards that most directly relate to the purpose of the standard itself in
terms of its relationship to the identified ERO high-risk priorities and, ultimately, its
support for the reliability of the BPS.

In accordance with the FERC-approved Rules of Procedure, the ERO has selected a
subset of the Reliability Standards and Requirements to be actively monitored and

% see NERC RoP, Section 401.6.
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audited in the ERO annual compliance program for 2012. The three-tiered approach for
identifying the Requirements of the Actively Monitored List is described below. For
further information regarding the Implementation Plan methodology, refer to Appendix
1-2012 ERO High-Risk Priorities with High Value Associated Reliability Standards.

Tier 1 Requirements are those that are the most critical to the purpose and intent of the
standard of which they are a part. Additionally, the ability of a registered entity to
demonstrate compliance with Tier 1 Requirements will provide guidance to audit teams
on the necessity to investigate further and broaden an audit’s scope in additional
Requirements and/or Reliability Standards.

Tier 2 Requirements are also critical to the purpose of a standard, but less so than Tier 1
in that Tier 2 does not address the ERO high-risk priorities as does Tier 1. Tier 2 also
does not pose as severe a risk as Tier 2. This is not to say that compliance with Tier 2
Requirements is not mandatory. Instead, Tier 2 Requirements represent an additional
level of inquiry that must be undertaken when a registered entity does not display clear
compliance with those most critical Requirements of Tier 1. In the process of this added
level of investigation, it may become necessary to branch off into other Reliability
Standards that were not identified as relating directly to an ERO priority.

Tier 3 Requirements are those that, while still being significant to BPS reliability, do not
represent the purpose of a Reliability Standard directly or are not representative of ERO
priorities. The exploration of an audit team into the compliance of a registered entity
with Tier 3 Requirements will be initiated through links between identified deficiencies
in Tier 1 and 2 Requirements and those of Tier 3.

Regional Entity audit teams are authorized and obligated to expand the
scope of a compliance audit to include Tier 2 and Tier 3 Requirements
and any other requirements they may deem necessary based on the
results of the Registered Entity Profile Assessment or the audit team’s
collective professional judgment. Audit scope expansion can occur at any
point during the process: from the initial review of the Registered Entity
Profile Assessment through the close of the audit.

The implementation plan for 2012 will use Tier 1 Requirements as the AML of Reliability
Standards. The basis for the requirements of the high-risk priority Reliability Standards
in the Tier 1 classification is covered in the following section.

Three-Tiered Approach to Audit Scope Determination

The three-tiered approach is new for 2012. Tier 1 Requirements are identified in the
2012 AML and represent the minimum scope of compliance audits. The potential
expansion of an audit into Tier 2 and Tier 3 Requirements will be determined by the
Regional Entity based on the results of a risk-based compliance monitoring and entity
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profile assessment or as determined during the audit process. When a Regional Entity
determines that an increased audit scope is necessary based on a risk-based compliance
monitoring approach, then the Regional Entity shall notify the registered entity of the
increased audit scope. This notification shall include the Reliability Standards and
Requirements that are included in the increased scope, as well as the justification for
the increased scope. This notification shall be part of the audit notification package
when increased scope is determined early enough in the process. When a Regional
Entity determines that an increased audit scope is necessary after the notification
package is sent, or while the audit team is on-site, then the Regional Entity shall notify
the registered entity of the increased audit scope as soon as possible.

The audit scope for registered entities that are registered to perform identical
“functions” will not always be identical across or within the Regional Entities.
Registered entities will be advised of the audit scope when they receive the formal audit
notice. Compliance information and data archived by the Regional Entity from the
implementation of previous monitoring methods will be used in the development of a
registered entity’s audit scope, including but not limited to previous audits, self
certifications, events, and previous or current enforcement actions. Regional Entities
will determine the registered entity’s specific audit scope based upon the NERC Actively
Monitored Reliability Standards List.

Regional Entities are authorized and obligated to implement the annual NERC
Implementation Plan. Regional Entity staff may increase the scope of compliance
activities related to the NERC program, as described above, but cannot reduce the scope
of compliance activities without NERC consent. Where Regional Entities determine that
a reduced scope is appropriate, the Regional Entity will submit the Regional Entity
Request to Defer or Reduce the Scope of a Compliance Audit, which is located in
Appendix 3 to the NERC Compliance Operations department at least 90 days prior to the
audit for approval.

For Reliability Standards that are incorporated into a compliance audit as the result of a
scope expansion, the registered entity that is subject to review of these additional
Reliability Standards will not be expected to provide evidence outside of the audit
period under review. Registered entities will not be expected to provide evidence
outside of the current audit period for the purposes of demonstrating compliance with
Reliability Standards unless that evidence is required in accordance with the processes
and procedures of the registered entity. For example, a registered entity is expected to
provide evidence outside of the current audit period for substantiating long range plans
that are longer than an audit period, such as Protection System maintenance and testing
intervals. For those Reliability Standards that do not involve long-range plans, an audit
team will not be able to request information that is outside of the bounds of the current
audit—either three or six years—nor can it identify possible non-compliance outside of
this audit period. In other words, the completion of an audit closes one audit period
and initiates another, excluding future audit teams from reviewing a registered entity’s
compliance during past audit periods. This exclusion does not apply to ERO
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enforcement actions or investigations. Generally speaking, spot checks, data submittals,
and self-certifications will not require evidence that precedes the current audit period.
This exclusion does not apply to ERO enforcement, investigations, or events analysis.
Generally speaking, spot checks, data submittals and self-certifications will not require
evidence that precedes the current audit period.

The overall monitoring scope of the 2012 Implementation Plan and AML is based on
Reliability Standards that are anticipated to be in effect on January 1 2012. To the
extent new or revised Reliability Standards are adopted, approved by the regulatory
authority or in effect during the course of 2012, NERC will work with the Regional
Entities to determine whether the 2012 program needs to be amended.

All NERC Reliability Standards identified in the 2012 Implementation Plan are listed in
the 2012 CMEP Actively Monitored Reliability Standard list posted on the NERC website
at the following link: http://www.nerc.com/commondocs.php?cd=3

The 2012 Actively Monitored Reliability Standards list includes several worksheets. A
description of each is listed below:

e Summary Tabs: Quick reference listings of the Reliability Standards and
Requirements identified for compliance audits, self-certifications and spot
checks required by NERC in 2012, and mandatory effective dates for Reliability
Standards. These tabs are designed to give the user a quick reference of the
Implementation Plan lists. There are also comparisons of the number of
Reliability Standards and Requirements monitored in the 2007, 2008, 2009,
2010, and 2011 programs.

e Requirements Detail Tab: A detailed list of the Requirements included in the
2012 Implementation Plan.

e Revision History: The revision history that will allow users, owners and operators
of the BPS to see all of the changes to the 2012 Actively Monitored Reliability
Standards spreadsheets.

An analysis of the applicability of Tier 1to the various registered functions is located in

Appendix 2. Table 6 highlights some of this analysis and compares the 2012 AML to
previous years.
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Table 6: Requirements Analysis for the 2012 AML and those going back to 2007
Requirements Analysis

Total

- Q . 2012 AML 2012 AML 2012 AML
Function J:lsn:;cla;l;zl:]efzs (All Regs) (CIP only) (693 only) 2011 | 2010 | 2009 2008 | 2007

Top 501 169 109 60 246 321 134 142 115
395 141 109 32 203 299 97 131 76

410 154 109 45 206 305 107 175 95

364 134 107 27 222 271 70 86 [

302 119 107 12 198 242 34 47 40

254 121 109 12 168 242 27 38 13

328 165 107 58 202 206 5 7 2

20 2 i 2 0 6 b 20 20

178 6 i o 42 [ 56 89 H6

143 13 i 13 49 83 51 86 86

183 107 107 0 145 168 0 0 [

a2 3 0 8 3 0 0 0 0

266 123 109 14 157 214 12 26 13

11 1 0 1 1 3 3 4 3

129 9 0 9 51 54 21 51 51

234 84 85 20 126 167 42 60 46
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Reliability Standards Subject to 2012 CMEP
Implementation

The regulatory authority-approved Reliability Standards and Requirements are
monitored through at least one of the CMEP compliance monitoring methods. For the
“audit” monitoring method, NERC and the Regional Entities have developed and
implemented risk-based and performance-based criteria for determining the scope of
the Reliability Standards to be reviewed during the conduct of the audit; risk-based and
performance-based audits are discussed in Chapter 3 - 2012 Implementation Plan
Development Methodology. In addition to these established priorities, other elements
considered include FERC Orders and Guidance, compliance history, NERC departmental
input, and future considerations utilizing a three-tiered approach. Audit scope is
determined by factors that are associated with BPS issues across North America, across
the respective Interconnection, and within a Regional Entity boundary, as well as
specifics associated with a registered entity.

High-Risk Priority Standards List

Given the considerations of the ERO-identified high-risk priorities, as discussed in
Appendix 1, which includes compliance history and violation trend analysis, the number
of high priority Reliability Standards is 50, as shown in Table 7. From this group of
Reliability Standards, it has been the primary task of Compliance Operations working
with input from other groups within NERC to determine and rank the specific
Requirements of each standard that best represent the core purpose of that standard to
ensure the reliability of the BPS. With the further refined list of Requirements, a subset
has been taken as the 2012 AML and will be monitored by the Regions during the year in
accordance with the CMEP.

Table 7: High-Risk Priority Reliability Standards

BAL-002 CIP-009 FAC-001 MOD-004 PRC-011
BAL-003 COM-001 FAC-002 MOD-008 PRC-023
CIP-001 COM-002 FAC-003 NUC-001 TOP-001
CIP-002 EOP-001 FAC-008 PER-001 TOP-002
CIP-003 EOP-002 FAC-009 PER-002 TOP-003
CIP-004 EOP-003 IRO-002 PRC-001 TOP-004
CIP-005 EOP-004 IRO-004 PRC-004 TOP-006
CIP-006 EOP-005 IRO-005 PRC-005 TOP-008
CIP-007 EOP-006 IRO-006 PRC-007 TPL-003
CIP-008 EOP-008 MOD-001 PRC-008 TPL-004
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High-Risk Priority Standards and Tier 1 Requirements

For each high priority standard identified in Table 7 above, only those Requirements
that are recognized as Tier 1 Requirements will become part of the AML of Reliability
Standards that must be examined during compliance audits. This section presents a
synopsis of the details considered within each group of Reliability Standards to
determine the Requirements that meet Tier 1 criteria. Refer to the 2012 AML to view
the specific Requirements selected for each of the high-risk priority Reliability
Standards.

BAL — Resource and Demand Balancing

BAL-002-0 and BAL-003-0.1b have been identified as high priority Reliability Standards.
The performance aspect of BAL-002 is reviewed quarterly through periodic data
submittals, but recent winter weather events have shown that contingency reserve is a
critical issue, such that special attention should be given here. BAL-003-0.1b has been
subject to spot checks in the past, but technical issues discovered through its
enforcement have yet to be addressed. Until additional guidance is provided through
interpretations, revisions, or otherwise, the Requirements of BAL-003 will be treated as
Tier 2 Requirements.

CIP — Critical Infrastructure Protection

CIP-001-1a, CIP-002-3, CIP-003-3, CIP-004-3, CIP-005-3, CIP-006-3, CIP-007-3, CIP-008-3,
and CIP-009-3 have been identified as high priority standards. CIP-001 has an important
role as BPS personnel become aware of and properly report sabotage events.
Preparedness for reporting, as well as procedures to determine to whom reports should
be issued, are critical in mitigating the occurrence of any such event. CIP-002 through
CIP-009, or 706 Reliability Standards, are fundamental to the reliability of the BPS in
terms of cyber security. Additionally, the CIP Reliability Standards represent eight of the
Top 10 Reliability Standards violated over the past year and seven of the Top 10 for all
time, indicating that registered entities are having difficulty with compliance issues.
Several groups, including NERC, FERC, and the Regional Entities, have provided insight
into the various Requirements in greatest support of the purpose of these Reliability
Standards.

COM - Communications

COM-001-1.1 and COM-002-2 have been identified as high priority Reliability Standards.
COM-001 details and mandates the adequacy of telecommunication facilities, thus
supporting nearly every function, and is critical to normal and emergency operations.
COM-002 has some similar coverage as COM-001, but goes above and beyond with
three-part communication and a methodology for formulating directives. Also, COM-
002 is the seventh-most-violated 693 standard for the past year as noted above in Table
3.

EOP — Emergency Preparedness and Operations

EOP-001-0, EOP-002-2.1, EOP-003-1, EOP-004-1, EOP-005-1, EOP-006-1, and EOP-008-0
have been identified as high priority Reliability Standards. EOP-001 is critical in terms of
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Energy Emergency Alerts (EEAs), which were important for mitigating impacts from
winter weather events taking place during early 2011. EOP-002 complements EOP-001
by assuring the performance of mitigating actions for the both the RC and the BA. EOP-
003 designates load-shedding as a suitable action for maintaining the reliability of the
BPS, but its action is implied in EOP-001, and therefore the Requirements of EOP-003
are not considered Tier 1 Requirements. EOP-004 is critical in terms of events analysis
and helping with the process of mitigating future events, and it is vital that the
disturbance reports do not stay within a region, but are shared with NERC for
dissemination across North America. EOP-005 sets the foundation for system
restoration if actions identified in other EOP Reliability Standards fail and the testing and
confirmation of a blackstart capability process is engaged. EOP-006 ensures that the
Reliability Coordinator takes the lead role in system restoration initiated through EOP-
005, such that coordination in these efforts is not an oversight. EOP-008 accounts for
loss of a primary control center and many Requirements not accounted for in any other
standard, so this is vital to include.

FAC - Facilities Design, Connections, and Maintenance

FAC-001-0, FAC-002-0, FAC-003-1, FAC-008-1, and FAC-009-1 have been identified as
high priority Reliability Standards. FAC-001 designates connections requirements for
facilities, which is especially critical in terms of protection and construction of new
facilities. With these facilities properly coordinated and accounted for, existing system
performance will improve. FAC-002 expands on FAC-001 by requiring that assessments
for facilities be undertaken and results coordinated. FAC-003 concerns vegetation
management, which is a primary initiator of many events and points to the necessity of
an effective vegetation management program. FAC-008 is a documentation-based
standard for Facility Ratings Methodology whose execution is accounted for in FAC-009.
While both are heavily violated Reliability Standards historically, a review of FAC-009
can lead to the determination of compliance with FAC-008. Additionally, FAC-009
requires coordination of facility ratings, which opens those ratings to peer review as a
further check. In that case the Requirements of FAC-008 are not considered Tier 1
Requirements.

IRO — Interconnection Reliability Operations and Coordination

IRO-002-1, IRO-004-1, IRO-005-2, and IRO-006-4.1 have been identified as high priority
Reliability Standards. IRO-002 determines the sufficiency of tools needed for the RC to
perform its role in maintaining the reliability of the BPS, which becomes increasingly
imperative when emergency situations arise and Balancing Authorities and Transmission
Operators require oversight. IRO-004 covers the planning the Reliability Coordinators
must perform and ensures preparations are properly made for seen and unseen
emergency events in the operation horizon. IRO-005 gives authority to the Reliability
Coordinators to initiate all required control actions in order to mitigate system
violations in terms of operating conditions. IRO-006 discusses the process of
transmission load relief (TLR), and while this is an important topic, performance is
covered in IRO-005, and is therefore the Requirements of IRO-005 are not considered
Tier 1 Requirements.
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MOD - Modeling, Data, and Analysis

MOD-001-1a, MOD-004-1, and MOD-008-1 have been identified as high priority
Reliability Standards. These three Reliability Standards determine the procedure by
which Available Transmission Capability (ATC) is to be calculated by Transmission
Service Providers. The proper setting of ATC is vital so facilities are not overloaded,
which could lead to possible system emergencies. FERC has mandated that this
standard be audited following regulatory approval of the Reliability Standard.

NUC — Nuclear

NUC-001-2 has been identified as a high priority standard. As such, the Nuclear Plant
Interface Requirements (NIPRs) developed in NUC-001 and the operation of the facilities
involved in these NPIR agreements is essential for system reliability. It is recommended
that nuclear plants review their obligations under NUC-001-2 in regard to the provision
for considering the requirements and urgency of a nuclear plant that has lost all off-site
and on-site AC Power, as a review of compliance history indicates a potential reliability
gap.

PER — Personnel Performance, Training, and Qualifications

PER-001-0.1 and PER-002-0 have been identified as high priority Reliability Standards.
PER-001 grants operating personnel the authority to operate the system reliably, but
this standard is addressed in many other Reliability Standards with more specific
language based upon the function considered, and therefore the Requirements of PER-
001 are not considered Tier 1 Requirements. PER-002 encompasses the development of
training as well as the training itself of all operating personnel responsible for ensuring
reliability of the BPS. Training, especially in preparedness for dealing with or the
prevention of emergency events is essential.

PRC — Protection and Control

PRC-001-1, PRC-004-1, PRC-005-1, PRC-007-0, PRC-008-0, PRC-011-0, and PRC-023-1
have been identified as high priority Reliability Standards. PRC-001 promotes
understanding of the limitations and performance of protection systems, which is
especially important from an operational standpoint such that protection systems are
not overloaded and the system cannot be controlled. PRC-004 is a particularly
important standard as it applies to misoperations analysis and reporting. As significant
protection system misoperations are considered disturbance events, those
misoperations for which BPS reliability is affected that are always addressed in PRC-004
are captured by EOP-004 R3 as well, and therefore the Requirements of PRC-004 are not
considered Tier 1 Requirements. . Significant misoperations are those that result in
such actions as modifications to operating procedures or equipment and identification
of lessons learned as identified by Attachment 1 to EOP-004.

PRC-005 is the most violated standard of all time, and its mission to organize and

implement protection system maintenance is especially critical for ensuring system
reliability. PRC-007 and PRC-008 deal with underfrequency load-shedding (UFLS) while
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PRC-011-0 involves undervoltage load-shedding (UVLS). Both UFLS and UVLS protection
systems are important, but the level of compliance of a Registered Entity with PRC-005
will be most telling for compliance with these Reliability Standards. As a result, the
Requirements of PRC-007, PRC-008, and PRC-011 are not considered Tier 1
Requirements. PRC-023, as with all Reliability Standards, has the chief purpose of
promoting reliability in the BPS, and in this case it relates to transmission relay
protection settings. The concerns surrounding these settings are that they are proper
for detecting and protecting against fault conditions. As with UFLS and UVLS
maintenance programs, the compliance performance of a registered entity with PRC-
005 is a good guide as to how well protection systems at that entity are maintained and
tested, which is applicable to PRC-023 as an indicator of the due diligence of an entity in
properly setting relays and reviewing transmission system protection schemes. Also,
significant misoperations resulting from improper relay settings are addressed through
EOP-004, which would allow for a complete review of Requirements in PRC-023 in
response to any such event. For those reasons listed, the Requirements of PRC-023 are
not considered Tier 1 Requirements.

TOP — Transmission Operations

TOP-001-1, TOP-002-2a, TOP-003-0, TOP-004-2, TOP-006-1, and TOP-008-1 have been
identified as high priority Reliability Standards. TOP-001 sets down operation authority
for the TOP function, and in so doing, re-iterates language from the EOPs and IROs
addressing this same issue. In an event where it can be demonstrated that an operator
was not aware of his authority to act, this standard will be important for an entity to be
audited on. However, as the authority of system operators is generally well understood,
and therefore the Requirements of TOP-001 are not considered Tier 1 Requirements..
TOP-002 deals with normal operations planning, and one of the key concepts to this
standard is communications. The outage coordination that is discussed in TOP-003 is
implied by TOP-002 in normal operations planning, and therefore the Requirements of
TOP-003 are not considered Tier 1 Requirements. . TOP-004 addresses operating in an
unknown state and points to insufficient or faulty equipment, processes, planning, etc.
and should be considered a high priority issue especially in terms of preparedness for
emergencies. TOP-006, the monitoring of reliability parameters, can be gauged from
compliance with TOP-008, which complements IRO-005 but this time for the TOP
function. The Requirements of TOP-006 will not be considered Tier 1 Requirements
while TOP-008 will be.

TPL — Transmission Planning

TPL-003-0a and TPL-004-0 have been identified as high priority Reliability Standards.
TPL -003 accounts for the loss of two or more BPS elements, and TPL-004 addresses
extreme events, both of which go hand-in-hand with minimizing the impact of
emergency events affecting the system. By accounting for N-2 system losses in TPL-003
and losses of several elements in TPL-004, even if projects are not constructed to
mitigate all issues that are identified, acknowledgement of and familiarity with potential
events will allow for expedited recovery, should one actually occur.
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CMEP Discovery Methods

Compliance Audits

The Reliability Standards selected for compliance audit are determined based on the
2012 Implementation Plan Methodology. The Regional Entities will provide to the
registered entity the scope of the compliance audit with the audit notification letter.
The scope document will contain the Regional Entities’ analysis of their risk and
performance-based approach, which determines the audit scope for the registered
entity being audited. The intervals for compliance audits is three years for entities
registered as a Reliability Coordinator, Balancing Authority, or Transmission Operator,
and is six years for entities registered for all other functions®’. Registered Entities may
be audited more frequently as needed based upon the results of risk and performance
based assessments performed by the Regional Entities as well as the facts and
circumstances surrounding.

Regional Entities have the authority to expand an audit to include other Reliability
Standards and Requirements, but cannot reduce the scope without NERC’s consent.
Regional Entities shall consider past performance, including historical violation trends
across the Region and those specific to the registered entity, and changes to compliance
responsibility resulting from mergers, acquisitions, corporate re-organizations, open
investigations and other factors that in the judgment of the Regional Entity audit staff
should be considered as part of the normal planning required for a compliance audit
and consistent with generally accepted audit practices.

Regional Entity audit teams are authorized and obligated to expand the
scope of a compliance audit to include Tier 2 and Tier 3 Requirements
and any other requirements they may deem necessary based on the
results of the Registered Entity Profile Assessment or the audit team’s
collective professional judgment. Audit scope expansion can occur at any
point during the process, from the initial review of the Registered Entity
Profile Assessment through the close of the audit.

The scope of the registered entities’ compliance audits will include a review of all
mitigation plans32 that are open during the on-site audit, as discussed in the CMEP.
Regional Entities must provide the compliance audit team with the status,
documentation and evidence for all mitigation plans that are to be reviewed.

31 See Rules of Procedure, Section 403.11.1 at

http://www.nerc.com/files/NERC Rules of Procedure EFFECTIVE 20110412.pdf
32 See Appendix 4C of the NERC RoP at Sections 3.1.4.3 and 6.6:
http://www.nerc.com/files/Appendix4C Uniform CMEP 20110101.pdf
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Should an expanded scope be required based upon significant issues discovered during
the on-site portion of the audit process, the audit team will have the discretion to
schedule a follow-up spot check for reviewing the registered entity’s compliance with
the Reliability Standards and Requirements forming the expanded scope. The audit
team will issue a new 30-day notification letter for a spot check in order to allow the
registered entity proper time to prepare evidence necessary for the expanded audit
scope. The additional compliance monitoring performed by the audit team as a result of
the expanded audit scope should not exceed the current audit period.

For compliance audits, NERC provides additional guidance:

Audit Focus or Scope

To increase the efficiency of compliance audits in 2012 the Regional Entity audit teams
will have the option of limiting the review of processes and procedures to the
Registered Entity’s current, in-force documentation, and to the implementation of the
Registered Entity’s internal compliance program. The audit teams will have the
flexibility to review historical information on an as needed basis; this approach allows
the audit team to focus on the current reliability risk and determining compliance. In
accordance with NERC’s RoP>3, documentation submitted to audit teams must be
signed, either directly or electronically, by an authorized representative of the
registered, regardless of whether or not the document is current or historical. In the
event a finding of a possible violation is determined based upon the current, in-force
documents, the audit team will review previous versions of the process and procedure
documentation to determine the full extent of the possible violation.

In 2012, the audit period, being the range of time for which a registered entity is
audited, will be individual to each entity based upon several factors. Depending upon a
registered entity’s particular situation, the start date for the audit period may be one of
several possibilities:

1. The day after the prior audit, or

2. When other monitoring activity by the Compliance Enforcement Authority
ended, or

3. The later of June 18, 2007 or the Registered Entity’s date of registration if the
Registered Entity has not previously been subject to a Compliance Audit.

The end date for the period of time to be covered during compliance audits in 2012 will
be the end date for the compliance audits as outlined in the current CMEP, Section
3.1.4.2%.

3 See Section 3.0 of Appendix 4C of the NERC RoP at:
http://www.nerc.com/files/Appendix4C Uniform CMEP 20110101.pdf
* See Appendix 4C of the NERC RoP at http://www.nerc.com/files/Appendix4C Uniform CMEP 20110101.pdf
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It should be noted that, except for those entities that have been recently registered, all
Balancing Authorities (BAs), Transmission Operators (TOPs), and Reliability Coordinators
(RCs) have experienced at least one compliance audit prior to the end of 2010. For
these Registered Entities that have undergone compliance audits already, all available
versions of supporting documentation were reviewed for the entire audit periods, which
began on June 18, 2007 and ended at their respective audit completion dates.

CIP Reliability Standards Compliance Audits

Registered entities are subject to audits for compliance with all Requirements of CIP-
002-3 through CIP-009-3, which took effect October 1, 2010. If there are indications of
possible non-compliance, auditors are authorized and obligated to review an entity’s
compliance throughout the entire audit period, which includes previous versions of CIP
Reliability Standards, in order to determine the extent of possible violations.

If a responsible entity has active Technical Feasibility Exceptions (TFEs), Section 8 of
NERC RoP - Appendix 4D35, Procedure for Requesting and Receiving TFEs to NERC CIP
Standards requires that subsequent Compliance Audits of the Responsible Entity
conducted prior to the Expiration Date shall include audit of implementation and
maintenance of the compensating measures and/or mitigating measures and
implementation of steps and conduct of research and analyses towards achieving Strict
Compliance with the Applicable Requirement. These topics are to be included in
Compliance Audits regardless of whether the audit was otherwise scheduled to include
the CIP Standard that includes the Applicable Requirement. Audit Team Leads of CIP
audits will have requisite experience, training, and/or credentials in cyber security
and/or IT auditing due to the need for subject matter expertise and the complexity of
these Reliability Standards.

2012 Compliance Audit Schedule

The 2012 ERO compliance audit schedule, which is a compilation of all regional
schedules, will be posted on the Compliance Resource page on the NERC website.36
This posted schedule is updated at least quarterly, allowing the Registered Entities to
have access to the schedule for the upcoming year as soon as possible.

The compliance audits listed on the schedule are labeled as on-site audits or off-site
audits. This distinction is only relevant to the location of the audit activities, not the
rigor of the audits. Both on-site and off-site audits are compliance audits and are
performed using the same Reliability Standards Audit Worksheets (RSAW) and other
audit tools and processes. The major difference is that on-site audits would entail
physical access to the audited entity’s premises. In fact, a large portion of the pre-audit
work associated with an on-site audit may actually occur off-site.

Nevertheless, certain types of audits must contain an on-site component because of the
nature or functions of the Registered Entity. For example, Reliability Coordinator,

* http://www.nerc.com/files/Appendix4D TFE Procedures 20110412.pdf
* http://www.nerc.com/commondocs.php?cd=3
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Balancing Authority and Transmission Operator functions must be audited on-site. For
other BPS users, owners, and operators on the NERC Compliance Registry, the Regions
and NERC can use discretion on the location and the conduct of the audit. In either
case, the Regional Entity should plan the audit to assure proper scope and rigor.

Compliance Audit Reports

Regional Entities are obligated to provide written audit reports for all compliance audits
and spot checks in accordance with NERC Compliance Process Directive #2010-CAG-001
- Regional Entity Compliance Audit Report Processing37. NERC posts all public versions
of the Regional Entities’ compliance audit reports of registered entities on the NERC
website to satisfy requirements of the CMEP. Regional Entities submit two audit reports
for each compliance audit of a Registered Entity: a public report and a non-public
report. The public report does not contain critical energy infrastructure information or
any other information deemed confidential. The public report does not include a
description of how the audit team determined its findings; rather, it includes a listing of
the findings. The names of the Regional Entity personnel and registered entity
personnel participating in the audit are excluded from the public report, and all
participants are identified by title. In accordance with FERC expectations38, the non-
public report shall document all areas of concern related to situations that do not
appear to involve a current or ongoing violation of a Reliability Standard requirement,
but instead represent an area of concern that could become a violation. The non-public
report contains confidential information and detailed evidence that supports the audit
findings. The names and titles of all Regional Entity personnel and all registered entity
personnel participating in the audit are included in the non-public report.

Public and non-public compliance audit reports that do not contain possible violations
are completed by the Regional Entities and are submitted to NERC at the same time.
Upon receipt of the reports NERC posts the public reports on its website and submits
the non-public audit reports to the applicable regulatory authority.

Public and non-public audit reports that contain possible violations are submitted to
NERC at different times. The non-public compliance audit reports are completed by the
Regional Entities as soon as practical after the last day of the audit and are then
submitted to NERC. Upon receipt of the non-public reports, NERC submits them to the
Applicable Governmental Authority. The public reports that contain possible violations
are completed by redacting all confidential information in the non-public reports. The
Regional Entities retain the public version of compliance audit reports that contains
possible violations until all violations are processed through the NERC CMEP. Due
process is considered complete when all possible violations are dismissed or when a
violation is confirmed or a settlement is reached and a decision has been rendered, if
applicable, by the regulatory authority (e.g. Notice of Penalty (NOP) has been issued in

% http://www.nerc.com/page.php?cid=3|22

38 Compliance with Mandatory Reliability Standards, “Guidance Order on Compliance Audits Conducted by the
Electric Reliability Organization and Regional Entities,” 126 FERC 9 61,038 (2009) at P13,
http://www.nerc.com/files/GuidanceOrderOnComplianceAudits-01152009.pdf
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the United States). Upon completion of due process, the Regional Entities submit the
public version of the compliance audit reports to the registered entities for review and
comment prior to submitting them to NERC. Upon receipt of the public reports NERC
posts them on the NERC website™.

In order to promote transparency and to provide the industry with guidance for
improving compliance, NERC will be publishing a document containing the areas of
concern, lessons learned, recommendations, and suggestions developed by ERO audit
teams as part of the compliance monitoring process for 2011. This document will be
similar to the Case Notes*® that NERC currently provides in regard to the lessons learned
as a result of registered entities completing their mitigation plans. The document will
not mention or make reference to any registered entities specifically, but will instead
focus on those various aspects for supporting and helping to enhance compliance
programs.

Compliance Tools

The RSAWs are designed to add clarity and consistency to the assessment of compliance
with Reliability Standards. The RSAWSs are used for multiple compliance monitoring
methods. Comments on these and any of the ERO’s auditor resources are welcome and
can be directed to the Regional Entity Compliance Managers41.

The RSAWSs are posted on the NERC public website42 and provide information to the
industry about expectations of the ERO compliance auditors when evaluating
compliance with a Reliability Standard. NERC works in close coordination with the
Regional Entities to ensure the information in existing RSAWSs is updated with the latest
regulatory authority language and guidance, and new RSAWSs are developed as
Reliability Standards are approved. It is recommended that Regional Entities and
registered entities check the NERC website regularly to ensure the latest available
versions of RSAWs are being used.

NERC works with Regional Entities to review these RSAWs on a continual basis for
improvement. NERC plans to migrate RSAWs to a database format in the future to
support timely updates as Reliability Standards are approved, modified, or retired.

Mitigation Plans

Registered Entities must be in compliance with all Reliability Standards at all times.
NERC and the Regional Entities encourage aggressive self-assessments and analysis and
self reporting of noncompliance by registered entities. Registered entities are further
encouraged to draft mitigation plans upon identification and self reporting of possible
violations, prior to the required submission timeline per the CMEP. Mitigation plans are
not an admission of a violation and are treated as voluntary corrective action. However,

* public audit reports can be found at: http://www.nerc.com/page.php?cid=3]26|246
*® http://www.nerc.com/page.php?cid=3|22 |371
* |nformation concerning Regional Entity programs is available at: http://www.nerc.com/page.php?cid=3]23
42 .
http://www.nerc.com/page.php?cid=3]22
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mitigation plans duly prepared and promptly submitted to the Regional Entity will be
used to demonstrate a positive, proactive culture of compliance in any potential
enforcement action.

Self-Certification

All registered entities are required to participate in the annual self-certification each
year per the NERC Actively Monitored Reliability Standard list. Regional Entities, at their
discretion, may include additional Reliability Standards to include in the Regional 2012
Implementation Plan. Registered entities will receive guidance and instruction from
their respective Regional Entity concerning self-certification submittals. Self-certification
is an important component of the ERO Compliance Monitoring and Enforcement
Program. It is one of the discovery methods that monitor a Registered Entity’s
compliance with Reliability Standards, especially those that have not been included in
audit scopes in recent years. Self-certification waivers are not available as all applicable
Reliability Standards must be self-certified.

CIP-002-3 through CIP-009-3 Reliability Standards

Registered entities are required to self-certify once per year, as scheduled by the
Regional Entity and according to the Regional Entity’s 2012 Implementation Plan.
However, self-certification may expand to include CIP supplemental questionnaires as
directed by NERC or an Applicable Governmental Authority. For further information,
refer to Implementation Plan for Newly Identified Critical Cyber Assets and Newly
Registered Entities®.

A unique characteristic of the CIP Standards pertains to self-certification: CIP-002-3 R4
requires all entities to annually approve their risk-based assessment methodology, the
list of Critical Assets and the list of Critical Cyber Assets, even if such lists are null. Thus,
entities will need to submit self-certification for CIP-002-3 even if they conclude they
have no Critical Assets.

The requirements for Self-Certification differ from the reporting requirements for
approved TFEs. TFE reporting requirements for Responsible Entities are described in
Section 6 of NERC RoP - Appendix 4D, Procedure for Requesting and Receiving TFEs to
NERC CIP Standards.

Spot Checks

Spot checks are compliance audits with a much narrower focus, but are performed with
the same rigor as a compliance audit. NERC and the Regional Entities have the authority
to conduct spot checks of any regulatory approved Reliability Standards. Regional
Entities may expand the list of Reliability Standards and Requirements they have
scheduled for spot checks in their Regional Implementation Plan. Regional Entities shall
ensure, however, that they satisfy all spot check requirements in the NERC Reliability
Standards, RoP, and CMEP. Regional Entities are obligated to provide written audit
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http://www.nerc.com/docs/standards/sar/Imp-
Plan_Newly_Identified CCA_RE clean last approval 2009Nov19.pdf.
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reports for all compliance audits and spot checks in accordance with NERC Compliance
Process Directive #2010-CAG-001 - Regional Entity Compliance Audit Report
Processing44. The standard audit report template and procedure provided in NERC
Compliance Process Directive #2010-CAG-001 will be used for all spot check reports.

CIP Reliability Standards

Selected Reliability Standards Requirements of CIP-002-3 through CIP-009-3 will be
audited and additional spot checks may be performed at the Regional Entity’s
discretion. CIP audits, including CIP spot checks, will require the appropriate reports per
the RoP, CMEP, and NERC Compliance Process Directive #2010-CAG-001 - Regional
Entity Compliance Audit Report Processing45.

Periodic Data Submittals

Specific Reliability Standards and Requirements have been identified for periodic data
submittals. The periodic data submittals for 2012 are as shown on the Requirements
Tab of the 2012 Actively Monitored Reliability Standards list. Specific information
regarding periodic data submittals is defined in the Regional Entity Implementation
Plans.

Self-Reporting

Registered Entities are encouraged to self-report compliance violations with any
regulatory authority-approved Reliability Standard. In most cases, self-reports of
compliance violations are provided to the appropriate Regional Entity.46 The ERO
strongly encourages Registered Entities to report violations of Reliability Standards as
soon as possible to ensure that the entity receives any potential cooperation credits47
for self-reporting48 and minimizing any ongoing risk to the BPS.

Exception-Reporting

Specific Reliability Standards and Requirements in the 2012 Actively Monitored
Reliability Standards list have been identified for exception reporting. The Registered
Entities are expected to report to the Regional Entities for all events or conditions
occurring that are exceptions to the associated Reliability Standard Requirement.

Reporting Credit

Currently, self-reporting credits will not be given to those registered entities for filing
reports they are required to make49. Additionally, there are no reporting credits
available during the enforcement process for mandatory reporting of self-certifications

* http://www.nerc.com/page.php?cid=3|22

* http://www.nerc.com/page.php?cid=3|22

*®The exception would be where the self-reporting entity is itself a Regional Entity, in which case the self-report
should go directly to NERC in accordance with the Regional Entity’s delegation agreement and other agreements with
NERC.

7 North American Electric Reliability Corporation, “Order on Review of Notice of Penalty,” 134 FERC 9 61,209 (2011)
at P 13, http://www.ferc.gov/whats-new/comm-meet/2011/031711/E-3.pdf

“®Guidance o Filing Reliability Notices of Penalty, North American Electric Reliability Corporation, “Order on Review of
Notice of Penalty,” 124 FERC 9 61,015 (2008) at P 32, http://www.ferc.gov/EventCalendar/Files/20080703131349-
AD08-10-000.pdf

* North American Electric Reliability Corporation, “Order on Review of Notice of Penalty,” 134 FERC 9 61,209 (2011)
at P 47, http://www.ferc.gov/whats-new/comm-meet/2011/031711/E-3.pdf
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and self-reports during or after an audit. Cooperation credits may be available to a
registered entity during the enforcement process based on facts and circumstances.

NERC has requested a rehearing on the issue of self-reporting credits from FERC50.
NERC recognizes that self-reporting credit is a critical component to entity compliance
and BPS reliability and encourages registered entities to continue to self-report all
possible violations as soon as possible.

Complaint

All regulatory authority-approved Reliability Standards or Requirements can be the
subject of a complaint regarding a compliance violation by a Registered Entity.
Complaints, if validated, can initiate one of the other compliance monitoring methods in
order to determine the full extent of potential non-compliance.

NERC maintains a Compliance Hotline that is administered by the Event Analysis &
Investigation (EA&I) group. Any person may submit a complaint to report a possible
violation of a Reliability Standard by calling 404-446-2575, sending an e-mail directly to
hotline@nerc.net or completing the form on https://www.nerc.net/hotline/. Unless
specifically authorized by the complainant, NERC and Regional Entity staff will withhold
the name of the complainant in any communications with the violating entity. All
information provided will be held as confidential in accordance with the NERC Rules of
Procedure. EA&I will informally seek additional information regarding the potential
violation of Reliability Standards from the submitter and others, as appropriate. EA&lI
may refer the matter for further investigation by NERC or the appropriate Regional
Entity.

Note: The NERC Compliance Hotline is for reporting complaints or possible compliance
violations of Reliability Standards by an entity. For other questions regarding the NERC
CMEP or Reliability Standards, please send an email to compliancefeedback@nerc.net.

Compliance Investigations

A Compliance Investigation may be initiated at any time by the NERC or the Regions in
response to a system disturbance, Complaint, or the possible violation of a Reliability
Standard identified by any other means. Compliance Investigations are confidential,
unless FERC directs otherwise and are generally led by the Regional Entity’s staff. NERC
reserves the right to assume the leadership of a Compliance Investigation.

The Compliance Enforcement Authority reviews information to determine compliance
with the Reliability Standards. The Compliance Enforcement Authority may request
additional data and/or information as necessary through formal Requests for
Information, site visits, sworn statements, etc. to perform its assessment.

* http://www.nerc.com/files/FinalFiled Req For Clarification Turlock Order 20100418.pdf
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ERO Compliance Monitoring and Enforcement
Program Organization

The focus of the ERO Enterprise’s compliance program is to improve the reliability of the
BPS in North America by fairly and consistently enforcing compliance with regulatory
approved Reliability Standards. Specifically, the program is designed to ensure that the
right practices are in place so that the likelihood and severity of future system
disturbances are substantially reduced, while recognizing that no Reliability Standards or
enforcement process can fully prevent all such disturbances from occurring. In order to
fulfill these responsibilities the NERC compliance organization is comprised of four
primary groups: Compliance Operations, Compliance Enforcement, Event Analysis and
Investigation, and Regional Entities.

e The overriding goal of the Compliance Operations Department is ensuring
success of the Regional Entities and registered entities with respect to reliability
compliance.

e The Compliance Enforcement Department is tasked with ensuring strong,
consistent, and expeditious enforcement of Reliability Standard violations.

e The Event Analysis and Investigation Department combines the technical
expertise of NERC's situation awareness staff, events analysis staff and its event
investigators to facilitate efficient processing of these complementary activities
to provide lessons learned, which will promote increased reliability of the BPS.

e The Regional Entities execute the CMEP on behalf of the ERO according to their
respective Regional Delegation Agreements.

In addition to the ERQO’s responsibilities, the CMEP (RoP Appendix 4C) states that all
entities that are registered in the NERC Compliance Registry have the obligation to
comply with all enforceable Reliability Standards for the functions for which the entity is
registered. All registered entities are subject to the compliance monitoring methods
included in the CMEP, and should be aware of their obligations. Every registered entity
should have an aggressive internal compliance program for identifying and performing
its CMEP responsibilities. Also, the registered entities are encouraged to participate in
the Reliability Standards development process, recognizing that the Reliability Standards
serve as the basis for compliance.
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Compliance Enforcement

Program Scope and Functional Description

NERC’s Compliance Enforcement department conducts all of NERC's enforcement
activities, including:

e Docketing of all possible violations coming into the NERC enforcement program,

e Prosecution of compliance violation matters arising out of NERC-led
investigations and audits,

e Review of all mitigation plans and dismissals approved by Regional Entities,
e Processing of all compliance violations prosecuted by Regional Entities, and

e Analysis of compliance statistics.

2012 Goals and Deliverables

A priority for this department is to achieve greater efficiencies in enforcement
processing by focusing both NERC and Regional Entity compliance enforcement
resources on the cases that have the most significant impact on the reliability of the
BPS. This should reduce the overall ERO compliance caseload by ensuring that the
number of cases processed through the filing of a notice of penalty exceeds the number
of cases coming into the ERO docket and should thus allow NERC to close out cases
expeditiously to provide timely lessons learned to the industry. NERC's Compliance
Enforcement staff has realized significant efficiencies and expects to gain efficiencies
through better utilization of existing resources in the future.*

Despite efforts to attain greater efficiencies, a significant gap is anticipated in the
number of cases coming into the enforcement process and the number of cases the
enforcement team can close out on a monthly basis. In the past year, as reflected in
Figure 3, the ERO’s caseload of active violations expanded from 2006 in January 2010 to
3193 in January 2011. The rate of new violations coming into the case load has increased

*! There is substantial evidence of this increased efficiency. In 2010, Compliance Enforcement rolled out new risk-
based processes in early 2010. These processes, including the introduction of the Disposition Document,
Abbreviated Notice of Penalties, and other process improvements, have helped streamline compliance enforcement.
Over the course of the year, Compliance Enforcement has also increased collaboration with Regional Entities and
increased the number and expertise of Enforcement Staff. As a consequence, Compliance Enforcement has
increased by 3.5 times the number of violations processed each month in 2010 compared to the number of violations
processed each month in 2009 (70/month vs. 20/month).

An administrative citation process was initiated in January 2011 that will enable NERC and the Regional Entities to
address new violations by submitting a single streamlined NOP covering numerous lower risk violations. In its March
3, 2011 Order accepting the first administrative citation filing, the Federal Energy Regulatory Commission encouraged
the use of this new process. See North American Electric Reliability Corporation, 134 “Notice of No Further Review of
Initial Administrative Citation Notice of Penalty,” 134 FERC 9 61,157 (2011) (“March 3, 2011 Order”). As ERO
compliance staffs and the industry gain familiarity with the process, NERC will strive to submit an average of about
100 violations each month through the administrative citation process, which would represent an increase in the rate
of processing notices of violations by the NERC Board of Trustees Compliance Committee of 100% to 150%.
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dramatically from an average of 140 violations per month in early 2010 to an average of
203 violations per month at the start of 2011. The increase in caseload is primarily
attributable to the large number of violations of CIP Standards that have been and will
be entering the system. As reflected in Figure 4, the number of incoming violations each
month from non-CIP Reliability Standards has been relatively stable since June 2008, but
with the staged implementation of the CIP Reliability Standards, the number of
incoming violations each month from CIP Reliability Standards continues to rise.
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Figure 3: Compliance Processing Statistics for Calendar Year 2010.

The influx of new violations is expected to outstrip the number of violations NERC can
process each month. Compliance Enforcement processed to BOTCC approval an
average of 70 violations per month in 2010. With the implementation of streamlined
procedures and the advent of the administrative citation process, the team has
processed an average of 130 violations per month for the first three months of 2011.
Still, further streamlining is required to reduce the overall caseload. NERC staff is
actively working with Regional